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Kiran Karnad

MIMOS Berhad

After more than sixteen years in software testing and implementation, Kiran Karnad found his
true calling in penetration testing. Proudly calling himself a hands-on lead for information
security, Kiran has worked with several Fortune 500 companies and mentored software test
teams in multiple geographies. Currently leading the functional and security efforts at MIMOS,
Kiran strives to identify process improvement opportunities throughout the organization and to
implement them effectively.
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MIMOS _
The Google Hacking Database

Product Quality and Reliability Engineering
Team

— Kiran Karnad, MIMOS Bhd

A Key Resource to exposing vulnerabilities
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This presentationis
meant purely for
ethical purposes

N_either MIMOS nor
Klran bear any
responsibilities for any
unethical usage of this

material and training
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If you are not hacked, you are not important!
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Network

Hardware hacking

Wireless
Social Engineering

Mobile

Web hacking

—

OS INT

What you don’t know might hurt...

wnoveation-for Life
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Intelligence collected®

W/  osinT
@ from public sources

Communities

* Google e Government — FBI, CBI etc
e Social Engines o Military — Defence Intel Agency
¢ Details on next slide e Homeland Security

e Business — Commercial,
Competitor INT, Bl

e Anonymous & LulzSec— shodan,
GHDB

- | OSINT — Let’s define

Facebook

Mobistealth

OSINT — Some methods
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MIMOS

GOOGLE HACKING

It's what you expose

[wnoveation-for Life

MIMOS
. 1OW OD0EI1E€ VWOI'K

D

w = Builds list of
words and notes
where they

Builds index were found
based on its own
system
of weighting

Encodes the data to
save space

Stores data for
users to access

QI000 How Stuff mru’
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BASIC SEARCH

The most used type of search

lwnovation-for Life
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Starwest 2013

Web Images Maps Shopping More ~ Search tools

| About 1,590,000 results (0.38 seconds)

STARWest |
starwest fechwell com/ ~
STARWEST is the premier event for software fesfers and qualify assurance

professionals—covering all your testing needs with 100+ leaming and nefworking ...

StARWEST 2013

Web Images Maps Shopping More ~ Search tools

‘ About 1,590,000 results (0.38 seconds)

STARWest |

starwest techwell com/ ~
STARWEST is the premier event for soffware testers and quality assurance

professionals—covering all your testing needs with 100+ leaming and nefworking ...

{=

(=

Hid the monkey cross the road

Web Images Maps Shopping Videos More ~ Search fools

| avout 205,000,000 resuits (0.48 seconds) |

[Wherebid the monkey cross the road

Web Images Maps Shopping Videos More = Search tools

IAbou! 205,000,000 results (0.62 seconds) |

id the monkey cross the road

Web Images Maps Shopping Videos More = Search tools

| About 205,000,000 results (0.61 seconds)|

id the monkey cross the road

Web Images Maps Shopping Videos More ~ Search tools

| About 205,000,000 results (0.54 seconds) |

{= -

{=
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Mlark my Ten Words, that’s it

Q, can I use nmap to find out if a network has any vulnerabilities which can be exposed?

CVE security vulnera... Talks - gtac2011 MSM Self Service - L...
=

Web More ~ E

15 words in this
query
41.2 Vulnerability Assessment - CentOS

www. centos. orgidocs/S/mtmi/Deployment_Guide.. /ch-sec-access.html =

Images Maps Shopping

| About 1,060,000 results (0.57 seconds) [

-

using nmap for network vulnerabilities

Web Images Maps Shopping Vide More ~ Search tools

|About 38,900 results (0.32 seconds) | Using 5 words

Ad related fo using nmap for network vulnerabilities @




‘ MIMOS
Avolding U-wora limitation

we the people of the united states in order to form a more perfect union est;

Web Images Maps Shopping Video! More Search tools

n

About 2,170,000 results (0.45 seconds) More than 15 words

we * peaple * * united states * order * form * more perfect *

Web Images Maps Shopping Videos IMore = Search tools

\Z

)

Using * to accommodate

| About 1,980,000,000 resuilts|2.68 seconds) more
‘ MIMOS
| A N A
Web Images Maps Shopping News NMore ~ Search tools
| 2out 45,500,000 resuits (0.36 seconds |
play and squash LA “
Web Images Maps Shopping News MMore ~ Search tools
|About 45,000,000 results (028 seconds) |
|and play and sguash | & “
Web Images Maps Shopping News fore = Search fools
| ABout 45,000,000 resuits (0.37 seconds)|
play squash and A “
Web Images Maps Shopping News More ~ Search tools

| About 45,000,000 results (0.34 seconds) |

9/19/2013
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Web Images  Maps  Shopping  MNews  More~  Search fools

About 11,860,000,000 results (0.36 seconds)

The Sun | The Best for News, Sport Showbiz. Celebrities | The Sun
wiww thesun.co.uk/ =

Get the latest news and feafures af The Sun - Showbiz, babes, celebnties, sporf and
racing, national and infernational news. Check out the best pictures, videos, ...

The Weather Network: Current Weather - Canadian, US. and ...
www theweathernetwork.com/ ™

Provides current observations and forecasts for hundreds of cities in Canada, weather
warmnings, and seasonal reports.

- e

I - )'Search Types

General Search

* Not cAsE seNSitiVE

* No more than 10 keywords in a search
* Google ignores “a”, 5w1h, this, to, we
* AND is always implied

¢ Date of birth of Hugh Jackman

o v

Phrase Search

* “Use quotes”

e Use + to force a term and — to exclude

¢ No space follows these signs

¢ See the SERPs for with and without
quotes

-

9/19/2013
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PHRASE SEARCH

“More shrewd searches”

[wnoveation-for Life

travel spots in Malaysia

Web

images Maps

Videos More ~ Search tools

IADoui 8,870,000 results (0 31 seconds) I 8.8 Million Resulis!

Ad related to travel spots in Malaysia @

LEGOILAND® Malaysia - Malaysia's 1st International Theme Park
www.legoiand.com/

Book Your Tickets Online Now!

“travel spots in Malaysia”

Web Images Maps Shopping More - Search fools

I About 2,080 results (0.33 seconds) I

travel - Where are good photography spots in Malaysia ...
photo_stackexchange. com/ ._Avhere-are-good-photography-spots-in-mala... =
MNow 1, 2012 - Awespof has a list of travel spots in Malaysia, with photos from Flickr
(so it can help visualize what kind of photos you can make): Malaysia.

{=

{=

9/19/2013
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Kiran Karnad & n

Web Images Maps Shopp: More = Search tools

About 195,000 results (0.30 seconds)

Kiran +Karnad LA “

Web Images Maps Shopping hore = Search fools

About 21 results (0.18 secondsjl

Kiran -Karnad & “

Web Images Maps Shopping Blogs fore ~ Search tools

IAboui 94,000, 000 results (0.26 seconds) I
"Kiran Karnad” LA n
Web Images Maps Shopping More ~ Search fools

I About 1,830 results (0.15 seconds)

ANI)

hop;c Y

Web Images Maps Shopping News More = Search fools

{=

| About 51,200,000 results (0.26 seconds) |

hosp;'cy

{=

Web Images Maps Shopping News More = Search tools

| About 5,050,000,000 results (0.31 seconds) |

Web Images Maps Shopping News More = Search tools

LAbout 39, 800,000 results (0. 44 seconds} |

e —
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femaffamborghmi &

Web Images Maps Shopping More ~ Search tools

|Abour 137,000,000 results (0.37 seconds) |

Eerrari vs Lamborghini - Difference and Comparison | Diffen
www. diffen com/differenceFerrari_vs_Lamborghini ~

Ferrari vs Lamborghini comparison. This is a comparison of the sfyles (including
nirtiracl nafAmmancs newar nanolarite and caet of Earrari and | amharnhing

ferrari @I-‘ambmghmf LA “

Web Images Maps Shopping News More ~ Search tools

IAbouf 548,000,000 results (0.32 seconds)l

Automobili Lamborghini S.p A

www. lamborghini.com/ =

Official websife of Auformebili Lambeorghini S.p.A. Since 1963, lfalian luxury and super
sports cars maker. SantAgata Bolognese, Bologna, Ifaly,

- e

|7 T T T T T e T T T 7P T T . =77 T 7777 7T, z
" A quick Recap

Operators

e Logical
¢ OR — case sensitive
e Mathematical
¢ + (must) and — (not) have special meaning
e No Stemming
e OK: “It’s the end of the * as we know it”
e KO: “American Psycho*” — wont give psychology or
psychophysics
e * represents a word, not the completion of a word
e Period is a single character wild card
e Let’s try some

9/19/2013
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MIMOS

ADVANCED OPERATORS

Stop No More!

[wnoveation-for Life

MIMOS
@AY, vvep <
-

[ R

\'\%' lé"“j v mimos.my L~ “GH & Home - MIMOS 20 LAY

W ,//’”‘\\ National R&D cege§c:‘\m—'lmova‘ﬁ0ﬂ‘@fw

ﬂ Corporate -  Research & Development -  Commercialisation -  Careers -  Media Centre -  Contact Us -

CORPORATE
Organisation Overview |
Resedrch & Development

Read more abaut our purposeful RED o
R & [] undertakings to'support the local industry, create

Advancing Future Technolog'es new markets and help Malaysia to emerge as an

COMMERCIALISATION
R&D to Market

15



intitle:stanvest & n

Web Images Maps Shopping More ~ Search tools

About 39,200 results (0.21 seconds) %

STARWest

starwest techwell.com/ v
STARWEST is the premier event for software testers and quality assurance
professionals—covering all your festing needs with 100+ leaming and networking ...

3

Web Images Maps Shopping More = Search {ools

About 32,100 results (0.28 seconds)

STARWest

starwest techwell.com/ ~

STARWEST is the premier event for soffware festers and qualily assurance
professionals—covering all your festing needs with 100+ leaming and networking ...

2 inurlstarwest {J

7T T T T T T T, 77
intext.starwest
Web Images Maps Shopping More ~ Search fools

About 148,000,000 resul

(0.37 seconds)

STARWest |

starwest.lechwell.com/ ~
STARWEST is the premier event for software testers and quality assurance
professionals—covering all your testing needs with 100+ leaming and nefworking ...

Bulk Herbs, Organic Herbs, Spices, | cose Tea & Essential Oils ...

inanchor:stanvest

Web Images Maps Shopping More = Search tools

About 504,000 results (0.22 seconds)

STARWest |

starwest fechwell com/ ~
STARWEST is the premier event for software testers and quality assurance
professionals—covering all your fesfing needs with 100+ leaming and nefworking ...

9/19/2013
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filetype xis

Web Images Maps Shopping fdore ~ Search tools

About 23,500,000 results (0.32 seconds)

Latest News. News Aggregator. The latest news headlines from ...
www.lodging4all ra/formular-gratuit. xis ~

Latest News. News Aggregator. The latest news headlines from world's most important
news sites.

Numrange:

Let’s try one query:

http://www.google.com/#q=100000000..999999999+filetype:sql

P77 T T T T 77 77 7 T FETT I I T T TTT T IITTZ: 77 PIZTTTZTT

| Advanced Operators = advanced queries

List of most used Advanced
operators
o Intitle:
Operator:search_term — no space ok
after and before the : o Intext:
* Inanchor:
o Filetype:
¢ Continued...

9/19/2013
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http://www.google.com/

‘ .~ Advanced Operators contd...

More Advanced Operators
e Numrange:

Try a space between the operator « Daterange:

and the term and see the results o Site:

count e Related:
e Cache:
o Link:

I - | T11I'nOw, w3'534Rch3d...

=7

-
N

FrOm nOw, w3 H4ck

e —

9/19/2013
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Index of /
Name Last modified Size Description
a 1.2/ 13-Oect-2008 22:47 -
a 1.4/ 24-Jun-2013 02:00 -
a 1.5/ 09-Sep-2009 1347 -
Eals 24 Fan-2013 02-02 _ Directory Listings.
C3 L7 29-Mar-201001:00 - |
a 1.8/ 16-Jul-2013 09:00 -
a 19 16-Jul-2013 09-01 _ WEb_SEI"\rEr details
C3Lllo/  16-7ul-2013 09:01 - [ShAniead
a 1.11/ 16-Jul-2013 09:01 -
atﬂ_mk 16-Jul-2013 0902 -

Apache/2. 2. 10 (Debian) Server at addons. wesnorh. org Porr 80

—

» What can a hacker do with this info?
— Go to http://www.cvedetails.com
— Check vulnerabilities for Apache 2.2.16
— Trigger Metasploit

Securty Vulerabiifies

9/19/2013
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http://www.cvedetails.com/
http://www.cvedetails.com/vulnerability-list/vendor_id-45/product_id-66/version_id-109442/Apache-Http-Server-2.2.16.html

| \
‘ nttielinaex.or server.at site:aol.com

* Linux server installer files are obtained

- =» C' |[ ubuntu-mtc-a.evip.aol.com/pool/universe/g/gimp-resynthesizer/
(@) Getting Started [ CVE security vulnera... [T] Talks - gtac2011 4% MSM Self Service - L., [] Kisamak Adr

Index of /pool/universe/g/gimp-resynthesizer
é/

Files on AOL

Name Last modified  Size Description server.
a Parent Directory
ﬁ gimp-resvnthesizer 0.15-2build2 diff gz 08-Sep-2007 09:03 2.9K
@ gimp-resynthesizer 0 15-2build2 dsc 08-Sep-2007 09:03 653
[ cimp-resvnthesizer 0 15-2build? amd64 deb 08-Sep-2007 1003 22K
C' [ www.aimitedy,
@ Getting Started CVE security vuinera... [T] Talks - gtac2011  #% MSM Self Service - L...
Index of /projects
) Name Last modified ~ Size Description Files on MIT
¥. | Parest Directory = server.
¥ | BEAM/ 18-Jan-2005 15:50
& HE 30-Sep-2004 11:19
B | 03-Mar-2000 2330
. | ImmersiveVideo 03-Mar-2000 2330

* Query is: Intitle:index.of name size
* Check out the site hypem.com in SERPS

« ] hypem.com/download/M/Maal/Nobody.

@ Genting Started ") CVE security vulnera.., [T] Talks - gtac2011 o MSM Self Service - L., [ Kisamak Admin (7 Imponted From Firef.. [
. Y Try directory traversal

Index of /download/M/Maal/Nobody%27s_Sayin%27/ from any page, you can

e S—— download tons of music!

Their business is selling
music online!

Every day, thousands of people around the world write about music they love — and it all &
Join us and find new music worth listening to. Also avallable on the IPhone and Andrc

9/19/2013
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MIMOS

Directory
Listings

Show server
version
information

Useful for intitle:index.of server.at
an attacker

intitle:index.of server.at site:aol.com

Finding intitle:index.of "parent directory"
Directory

Listings intitle:index.of name size

 Intitle:zindex.of mp3 jackson AND iso kaspersky

— Remember, Google stems!
Index of /music/Michael Jackson Index of /Soft all

Enable Image Thumbnails

Hame. Last mogified Size Parent Directory
ABBYY FineReader 9 0/
P sora-mneos ez 0 Adabe/
01 - Michael Jackson - Hold My hand (..> 2012-JAN-03 16:45:58 4984k Arhivarori’
2010mm¥-01 21re2115 2628k Brawser!

2011-NOV-24 20:34:1L M

CleanMem 2 3.0 (dimitech net) exe

..> 2012-0RN-03 16:45:16 4234k

d¢ Michael Jackson - 50s Disco Mega mix.mp3 2009-JUN-26 12:43:49 &M

.
.
.
.
.
-
Ao e a ¢ CorelDraw Portable!
I 2010-w0v-25 2 . * DU Meter/
B 0o yensel sackson - Bening che uas..s 2012-0AN-03 16:47:00 e + Diction’
B oo e 1o o coriowov-2e 20:53:07 + Diskeeper 2011_Enterprise_Server_15.0.951.0 Final 832 rar
£ s moise oo oriwov-ae 21:08126 e o DiVu Soft
a + Download menajer/
A oo soncwicner sackson mos orsamevozo siomiz0 ew ¢ File Format Converters.exe
O —— 2011-Nov-24 20:44:25 4107k * FlexType XP + kg
A L Iiberty GirloMichae) Jac..s 2010-APR-27 06:32:56 2162k + GENUINE ADVANTAGE VALIDATION/
A cison s 1 wene vou Back (Tnatrume > 2010-5m4-13 o6 o Kaspersher Auti V!
* Nero

T ST 0ANATY .o

9/19/2013
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* Intitle:index.of mp3 jackson
— Yields 20+ pages of songs in mp3 format
— No need to wait for website instructions!
— Remember, Google stems!

* Intitle:index.of iso kaspersky
— Gets the AV installers from various websites
— Most of them with professional key or cracks
— Even beta versions are available

Ty B " >

* Inurl:microsoft intitle:index.of filetype:iso

— Get MS ISO files from everywhere!

Index of /microsoft/

Hame
Parent Directory/
6.0.6001.12000.367-KRMSDK_EN.180
£001.18000.080118-1840-kkb3aikl_en.iac
7601.17514.1011198-1850_Update_S5p_Wavel-GRMSF1.1_DVD.isc
DXSDK_Febl0.exe
DetNETFrameWork2.0SDE_Setup.exe
InstallDvD.isc
KB3ATK_EN.iaoc
HetFx64.exe
0£ficez003SFI-KBS23618
ProfessionalPlus.exe
VS200SExpressENUX13STE62. 180
VS2005ExpressWithSP1ENUX1504728. 180
VS2008FroEditiond0dayTrialENUX1435622. 180
VS20085SP1ENUX1812862. 130
VS2010BetalENU_TFS.iso
VS2010BetalENT_VSTS.ise
VS2010ProTrial 4FartaTlotal.partl.exe
VS2010FroTrial_4FartaTotal.parti.rar
VS2010ProTrisl_4PartaTotal.partd.rar
VS20l0FroTrial_4FarztsTotal.partd.ras
VS2010UltimTrial_ dPartaTetal.partl.enxe
VS2010UltimIrial 4FartaTotal.part.rar
VS2010UltimTrial_4FartaTotal.part3.rar
VS2010UltimTrial_4PartaTotal.partd.rar
WZKSF4_EN.EXE
WS0E_BTM_u&&_EnterpriseVHD.exe
Windowae.0-KB936330-K64-WaVeO.exe
Windowa6.0-KB936330-Ka6-wavel.exe
Windows6.0-KB348465-X64 . exe
Windowsé. 0-KEI48465-KEE. exe
S-ConsumerFreview-32bit-English.isc
deowas-ConsumerPreview-64bit-English.iac
WindowsDeveloperPreview-32bic-English.iso
WindowsDeveloperFreview-64bit-Engliah.iso
WindowaXP-KB936928-SPa-—x&6-ENU. axe

ullFile-ENU.=xe

WindowsKF-KBS3ET58-xE26—ENU. exe

Last Modified

2olo0-Apx-20
2009-Jan-19
2010-Nov-23
2010-Feb-05
2005-Sep-24
2o10-Nov:

2010-Rpr-28

zoo9-Nov:

2
2

2010-Jul-15
2008-Rug-01
zooe-May-11
2009-May-03
Zol0-Mar-31
2010-Mar-24
2010-Mar-24
20l0-Mar-24
2010-Mar-31
zolo-Mar-2s
2010-Mar-25
2010-Mar-25
zooe-May-22
2008-Nev-08
200s-0et-15
2008-0ct-15
2010-Jan-17
2008-Jul-12
2012-Fek-25
2012-Feb-25
201l-Sep-10
2011-Sep-10
2008-Oct-15
zooe-Nov-14

22



‘ MIMOS
ohnny's Disclal

“Note that actual
exploitation of a
found vulnerability
crosses the ethical

line, and is not
considered mEF?
web searching.

- e

isting all the index pages...

mtr'tle']%dex of inurl:admin U

Web Images Maps Shopping More ~ Search tools

Each of these pages can be hacked since the
hacker knows the version and type for the

Index of fadmin - IIT App Server, Database & the Web Server
web.mit. edu/admin/ ~

index of fadmin. Name Last modified Size Description. [DIR] Parent Directory 20-Jun-

2009 23:36 - [DIR] Iggy/ 14-Sep-1997 20:04 - [DIR] assignments/ ...

You've visited this page 5 times. Last visit: 6/14/13

d services/ O07T—-Jun—-2001 16:19%9 -
@ sSystems/ 14-May—2004 01:13 -
@ windows/ 25-Jun—-2007 13:14 -
a W 23-Feb—-2010 12:44 -

Apache/l.3.4] Server at web.mit.edu Port S0

@ zlt.php.jpg 01-Jun-2013 19:27 158k
zltd.php;.jpg 01-Jun-2013 20:01 158k
es.php.jpe: 01-Jun-2013 20:18 280k

Proudly Served by LiteSpead Web Server at www. bensaidgroup.com Port 80 '

9/19/2013
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POF) Sample test plans - Brown & Donaldson
bdonline.sqe.com/documents/esiplans.pdf ~

g  More~  Search tools

Dec 8, 2000 - will be analyzed to determine how many clients are using the Web site
(target was for at 10,000 unique visitors per day) and how many of these ...

What's New Gram - Your weekly update about what's new on ...

pub.sge.com/content/WNG ~

Jun 8, 2010 - @StickyMinds.com on Twitfer Want fo get a daily dose of what's new and

popular on StickyMinds.com and in Better Software magazine? And ...

Game Testing - SQE .com

forms.sqe.com/forms/12CPL136 ~

unique game testing challenges—this white paper is for you. As with all customer-

facing soffware, poorly tested games cause the user experience fo suffer..

PO Requirements - Brown & Donaldson
bdonline_sge.com/documents/requirements.pdf ~

Dec 15, 2000 - Note, each page component on the "floorplan” will be assigned a unique

# {fypféaf#y ordered fop- left to bottom-right), the supporting description ...

What's New Gram - Your weekly update about what's new on ...

pub.sqe.comicontent WNG ~

Jun 8, 2010 - @StickyMinds.com on Twitter Want to get a daily dose of what's new and

popular on Stickylinds.com and in Better Software magazine? And ...

More ~ Search tools

Human Resources | SiaffIntranet

intranet mahs unimelb.edu au/nr ~

MDHS is & large and complex Faculty, geographically dispersed and with close
relationships with a number of institutes and hospitals. The Faculty Human ...

MCAD Intranet’ Human Resources

intranet.mcad.edu » Departments & Services ~

Staff Lee Brucker Human Resources Assistant (612) 874-3770 lbrucker@mocad.edu
Rm M16. Staff Patty Helin Human Resources Assistant (612) 874-3504

Human Resources ' C[A Intranet - University of Minnesota

cla.umn edudntranetfr/ v

Jul 17, 2013 - Human Resources. Who Do | Contact in CLA HR? 2013/14 Deadlines in
Faculty & Human Resources - OHR Manager's Toolkit - CLA NOW ...

Human Resources Intranet

Ar.intranet unchealthcare. ng/ -

This section of the Human Resources website is for UNC Health Care employees only
Employees must enter their system userid and password o continue.

inurl:intranet intitle:intranet +intext:"human resources"

Some details a hacker
gets from here:

* HR Forms and
Policies

* New Staff Info

* Consultation

* Health Benefits

* Salary packaging

* Contact Person

» Office and
Meeting Room

Layout
* Emails and Phones
* Training

* Pay Calculation

9/19/2013
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https://2600hz.atlassian.net/secure/attachment/10430/putty.log

(@ Getting Started [ CVE security vulnera.. [T] Talks - gtac2011 efe MSM Seff Service - L., [ Kisamak Admin ("] Importe

= PuTTY leg 2011.06.15 10:38:4§ =~
Using username "ec2-user".

Zuthenticating with public key "imported-openssh-key"
Lasc login: Wed Jun 15 10:35:38 2011 from 65.222.137.210

More > Search iols

Zmazon Linux BMI

https:#2600hz atiasslan.ne/secure/attachment/10430/putty.log ~ seee
PuTTY log 2011.06.15 10:38:46 Using username "ec2-
user”. Authenticating with public key “imported-openssh-key” Last login: ... See /usr/share/doc/amzn-ami/image-release-notes for latest release notes. i-)

10:ec2-user@ip-10-38-133-206:~[?1034h[ec2-user@ip-10-98-133-206 ~]15 locate fs cli
J/nome/ec2-usez/.£s_cli_history

PUTTY log - The Mail Archive Jusz/local/freeswitcn/bin/fs_cli
www.mail-archive. com/ccie_voice@onlinestudylist com/._Aputty fog ~ j JEI; 5"; ?EEHWHN;?J? .

Jul 24, 2012 - ~More- username abhakta privilege 15 secret 5 $1SQbkHS§0dQC/ usp/erc/ireasvitcn/is cli—asl.e
UFUABK11QzFLed81 archive log config hidekeys ! | p ssh version 2 . /usz/sc/tzassuivch/ s cli-aal butfer.o

Jusz/sro/fresswitch/fs_cli-esl_config.o
Jusz/sro/fresswitch/fs_cli-esl_

vent.o

Jusz/szc/freeswitch/fs_cli-esl json.o
DL380g5 Io Jusr/src/fresswitcn/fs_cli-ssl_threadmutex.o
darnok.org/Aen/DL380g5.log ~ Jusr[src/fresswitch/fs_cli-fs_cli.o

Sep 18, 2012 - Example: create /mapf/accountsT username=<lname1> password= /usr/sre/freeswiten/.deps/fs_cli-esl.Po
<pud12345> name= <dnamet> group=<admin, Gonfig, oemhp_vm ... /usz/szc/freesviteh/ depa/fs_cli-esl buffex.Po

/usr/sre/freeswiten/ deps/fs_cli-esl_config.Po
/usr/sro/freeswitch/ .deps/Es_cli-esl_event.Po
PuTTY Jog - DSM-G600 Downloads /Jusr/src/freeswitch/.deps/fs_cli-esl_json.Po
iniojpeople/saia/putty log * /Jusr/src/freeswitch/.deps/fs_cli-esl_threadmutex.Po

Jusr/src/fresswitcn/.deps/fs_cli-fs Cli.Eo
= PuTTY log 2007.01.28 22:29:19 =~= Jusr/src/freeswitcn/libs/esl/fs _cli
lo_reboot # kill: 75: Usage: kill [-s sigspec | -signum | -sigspec] [pid ... Jusr/src/freeswitcn/libs/esl/fs_c11.2008.veprod

/Jusr/src/fresswiten/libs/esl/fs_cl:

2010.vexprol
/usr/src/freeswitch/libs/esl/fs_cli.2010.vexproj.filters
gmail_videoCall_VideoNotWorking log - FreeSWITCH Jira /usr/sro/freeswitch/libs/esl/fs_cli.c
nail_videoCall_VideoNotWorking log ~ Jusr/src/freeswitch/1ibs/esl/fs_cli.conf
DB3752F 5" xmins:ses="ito:/mww. google. com/session"> <ses:candidate 10;ec2-userBip-10-98-133-206: ~ [ec2-userfip-10-38-133-206 ~]§ /usz/src/freeswicch/fs_cli
address="10.95.15.168" port="62964" name="rfp" username=" h 0 s T
dANP3HWAV3vS 1AB1" ... T -

inurl-admin intext username= AND email= AND password= OR pass=filst L

hd

Shopping More ~ Search tools

L8 passwords! - Alphaweb 1
alphaweb.net/admin/docs/2005web_business.xls ~

5, alphaweb@email.com, ronalphat ... 9, bwade@ecameronpierce.com, User ID: bwade,
Password: xImnlkmg ... 12, info@manywafers.nef, UID:info1mwm PASS ManyWatersd
...... 39, Username: cgems, user id: artel5 (A-R-T-E-L-3).

Results here: d:\official\white papers\starwest2013\uname-pwd.xls

And uname-pwd2.xls

9/19/2013

25



' ' a ..-vv-. )

Filetype:php inurl-id=

(=

Web Images Maps Shopping More ~ Search tools

The first query brought
38K results

www.rt.gov. sasdefault_with
Jul 18, 2013 - replica filetype:php inurl.id= infifle-buy - christian louboutin white safin
wedding shoe online store, best chiistian louboutin rantus orlate sfar ...

inurl shop.php id’ - best PDFs Search engine. Free unlimited pdf ...
www.gopdrs.com/nurl-shop.php-id' =

Just by reordering, we got

Inur 0= filelype.php 3.3 Mil in lesser time!

Web Images Maps Shopping More =

Identification Cards - DMV.org

www.dmv.orgAd-cards.php ~
Information for applying for a new state ID card - Steps for obfaining a new stafe 1D car
listed by state

Each of these can be
hacked with SQLI and all
these are just PHP!

1D Requirements - Peace Bridge
www.peacebridge.com/index. php?itemid=743&id=57 &option... ~

mss-Rarrer Traual Idantifiratinn Reniiremants What is the Wastern Hemisnhem

MIMOS

Combining Inurl:microsoft.com —inurl:www.microsoft.com
operators

does_ the Inurl:intranet intitle:intranet +intext:”human resource”
magic

Filetype:log username putty
inurl:admin intext:username= AND email= AND
password= OR pass= filetype:xls

intitle:index.of inurl:admin

“Filetype:php inurl:id="

e —
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More ~ Search fools

Twixelincludes/mysdl_connect.phps at master - GZanmiiler
https #github.com/G Zanmiller/Twixelblob/masters.. Anysql_connect php
Twixel - The Repo for the DIG 4530 E-Commerce class assignment.

download the code - Adam Young
adamyoung.netfiles/dodiff phps ¥
... Ssrc_tables = getTables(Ssrc)

GitHub

Query to get mySQL
connection details

TeateStatements(Ssre, Ssro_tables); Sdst =

mysql_connect(Sdst_host, Sdst_ussr, Sdst_pass); if (Imysql_select_db(Sdst_db, ...

<epnp | TTTT ToTThomm o Tmmmm e

//for gmm—student

#/$con = mysqgl_connect ("gmm-student.fsksSm.utm.my", "YOUR-LOGIN-I h | ”

Scon = mysgl_connect ("localhost™, "root®, "7): T Is also enumerates a

it .

B the tables via the SQL
i (rcouid mot commect: - . myeai erres()):

x‘rysqlisﬁleccidb ("weT", Scon)i

Scesult — mysal_query ("SELECT = FROM studeat®) :

i

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 T, Mmsitional//EN™

e T IS AN

P,

<meta hRttp-eguiv—"Content—Type” conteg
<Ticle>Untitled Documenc</title>

</head>

<body>

<table bordexr

<tr>

<zn Tndex</tn>
<tn S1n>Photo</Th>
<th oln>Macriks</th>
<th

Hame</ths>

rext/hTml; chazset—uti-

So you know the
connection details, IP and
the tables!

One of the results on page 1:

http://teachersites.schoolworld.com/.../files/teachers%20passwords.x|s

Team Login ID/Username:TX4_22_ZZ307, Passworth__lslﬂs

Team
Team
Team
Team
Team
Team
Team
Team
Team
Team

|Team

Login
Login
Login
Login
Login
Login
Login
Login
Login
Login

T.omain

ID/USEmame:TXQ_ZE_ZZEOE,
ID/Username:TX4 22 ZZ309,
ID/Username:TX4_ 22 ZZ310,
ID/Username:TX4 22 ZZ300,
ID/Username;TX4 22_2ZZ301,
ID/Username:TX4 22 ZZ302,
ID/Username:TX4 22 ZZ303,
ID/Username:TX4_22 ZZ304,
ID/USEmamE:TXQ_ZE_ZZEOE,
ID/Username:TX4 22 ZZ306,
TN/M=ername T4 27 773171

Number of results: 46500

Password:RRIF1[ad
Password: Q7011
Password:LGCH w19
Pagaword: 65
Password :QNIEPE&
Password: EEJYASS3
Password :MKVIE P2
Fassword:BRL 1p07
Password: FGPIE_ 1]
Password:CIFP7312
Pazawnrd: FORTAT &

Alldredge, Kimberly S
Canastuj Tiu, Felipe Antonio
Cross, Matthew C

EFRAIM, LAIS
Eldridge, Darwin Laquahn
Hanfi. Lawrence Wolfaana

Hill € = @ [ wwwschoolworld.com cTO0ORGm™me
Jo!‘ (@ Getting Started [} CVE security vuinera.. [T] Talks - gtac2011 ¢ MSM Self Service - L. » O
Jug e )
P Teacher Solutions
Laf,
My

|

!

’ TEACHERSITES Teacher Login

Last Name —
FREE 30-DAY TRIAL

| Password

TEUDI ATE RECICUC

9/19/2013
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PassWorc

y: filetype:xls "username | password”

One of the results on page 1:
http://teachersites.schoolworld.com/.../files/teachers%20passwords.xls

Team Login ID/Username:TK4 22 ZZ307, Password{{W J|s148  Alldredge, Kimbery S
Team Login ID/Username:TX4 22 ZZ308, Pasauord:RRIFlE Canastuj Tiu, Felipe Antonio
Team Login ID/Username:TX4 22 22309, Password: {7011 Cross, Maithew C

Team Login ID/Username:TX4 22 ZZ310, Password:LGCYTWY8 EFRAM LAIS

Team Login ID/Username:TX4 22 _ZZ300, Passwnrd:ﬂes Eldridge, Damwin Laquahmn
Team Login ID/Username:TX4 22 ZZ301, Passwurd:QN}EPZﬂ Hanft. Lawrencfﬂ@7
Team Login ID/Username:TX4 22_ZZ302, Passvord:EEJYAS93 Hﬂj € = C [ wwwschoolworld.com
Team Login ID/Username:TX4 22 22303, Password:MevIIPs Jor @ O

Team Login ID/Username:TX4 22 ZZ304, Password:BR_LIPO7  Jug TeaCh
Team Login ID/Username:TX4 22 ZZ305, Password:FGPIE W  Ki

Team Login ID/Username:TX4 22_77306, Password:CiRp7312  Lay|

- YK

o ity - O g % MM Self Service - L » O

er Solutions
[
| 1
!
’ TEACHERSITES Teacher Login
Number of results: 46500 B —

} I S—

|Team Tomin TP/Maername:TX4 27 77311. Passunrd:PDR1ATM Mo,

FREE 30-DAY TRIAL
I —

TEuD: ATE nECicue e

inurl:"passes" OR inurl:"passwords" OR inurl:"credentials" -search -
download -techsupt -git -games -gz -bypass -exe filetype:txt @yahoo.
OR @gmail OR @hotmail OR @rediff

28



“filetype:phps mysql_connect”

filetype:xls "username | password”

inurl:"passes" OR inurl:"passwords" OR inurl:"credentials" -
search -download -techsupt -git -games -gz -bypass -exe
filetype:txt @yahoo.com OR @gmail OR @hotmail OR
@rediff

—

NOT BORED YET?

Let’s dig in some more!

lwnovtionfor Life

9/19/2013
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All hacked sites have a rO0t.php

inurl:”r00t.php”

anata-psychotherapy co.

e sy s (1] T ot b MM eS| Kiamak Admin (3 goned Fom .

Your chent does URL
Miles#00f php from this server. (Client IP address:

64.108.190)

More ~ Search tools

it um-server/fs-admin

lugims/orum

5 f/ef{'s—adh

ugins/forum-server/fs-admin/error_log

MSM Self Service - L. [ Kisamak Admin ("] Imported From Firef... [ Security [13

i 4 LVtse:uﬂyvu ricta.. 1] talks - gtac2011

0 05:02:55] EEP fatal exzor: Call o e member funotion et odeators() of @ onclect in /nome2/c
oderator.php on 1i

0 05:04:13] PHP Taial esear: Call o s membes fumssisn get_usergroup_name() on a non-cbject in /ron
\dmin/wpE-usergroup-edit.php on line 22

0 05:04:28] PHP Fatal error: Call to undefined function __ () in /home2/cedsus/public_html/wp-conte

9 05:04:53] PHP Fatal error: GCall to undefined function _ () in /home2/cedsus/public_html/wp-conte

0 05:05:18] PHP Fatal error: Call to a member function show_errors() on a non-object in /home2/ceds
min.php on line 16
0 05:12:32] PHP Fatal error: Call to a member function get_usergroups() on a non-object in /heme2/c
\adusers.php on line 2
9 20:35:21] PEP fatal exzor: Call T s membex funcsicn gat medsraters() on 2 men-emjest in /neme2/c
oderator.php on Li
0 05:16:07] BHE Fa\:a] error: Call to a member function show_errors() on a non-objsct in /nomel/ce
imin.php on line 16

11:22:47] PHP Fatal ersor: Call to a member function get_usergroup name() on a nem-cbject in /hom
\dmin/wpE-usergroup-edit.php on line 22
0 03:11:32] PHP Fatal error: Call to undefined function _ () in /home2/cedsus/public_html/wp-conte

9/19/2013
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Hacked websites = inurl:”r00t.php”

Hacked logs = allintext:”fs-admin.php”

Finding login for portals = intitle:admin intitle:login

SSH usernames - filetype:log username putty

Getting user list = Inurl:admin inurl:userlist

Passwords! > filetype:pass pass intext:userid

SQL Passwords - filetype:sql password

Usernames = inurl:admin filetype:xIs

Passwords = inurl:password filetype:xls

More!! = inurl:passwd filetype:xls (pdf, doc, mdb)

.

intitle:"Index of" passwords modified

allinurl:auth_user_file.txt

"access denied for user" "using password“

"A syntax error has occurred" filetype:ihtml

allinurl: admin mdb

"ORA-00921: unexpected end of SQL command”

inurl:passlist.txt

"Index of /backup”

"Chatologica MetaSearch" "stack tracking:"

-
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Change
the word
after the
parent
directory
to what
you
want

"parent directory " DVDRip -xxx -html -htm -php -shtml

opendivx -md5 -md5sums

"parent directory "Xvid -xxx -html| -htm -php -shtml

opendivx -md5 -md5sums

"parent directory " Gamez -xxx -html -htm -php -shtml

opendivx -md5 -md5sums

"parent directory " MP3 -xxx -html -htm -php -shtml

opendivx -md5 -md5sums

"parent directory " Name of Singer or album” -xxx —html htm -php -shtml -opendivx -
md5 -md5sums

-

V-[Giscanner

Google can be used as
a CGl scanner.

The index.of or inurl
searchs are good tools
to find vulnerable
targets. For example, a
Google search for this:

allinurl:/random_banner/index.cgi

Hurray! There are only
four two now... the
broken
random_banner
program will cough up
any file on that web
server, including the
password file...

e —
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"4 -FrontPage-" inurl:service.pwd

FrontPage passwords.. very nice
clean search

results listing !

"AutoCreate=TRUE password=*"

This searches the password for
"Website Access Analyzer", a
Japanese software that creates
web statistics. For those who can
read Japanese, check out the
author's site at:

http://www.coara.or.jp/~passy/

"http://*:*@www" domainname

This is a query to get inline
passwords from search engines
(not just Google), you must type
in the query followed with the
domain name without the .com
or .net

"http://*:* @www" gamespy or http://*:* @www"gamespy

Another way is by just typing

"http://bob:bob@www"

"sets mode: +k"

This search reveals channel
keys (passwords) on IRC as
revealed from IRC chat
logs.

eggdrop filetype:user user

These are eggdrop config
files. Avoiding a fullblown
discussion about eggdrops
and IRC bots, suffice it to
say that this file contains
usernames and passwords
for IRC users.

allinurl: admin mdb

Not all of these pages are
administrator's access
databases containing
usernames, passwords and
other sensitive
information, but many are!

9/19/2013
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http://www.coara.or.jp/~passy/

9/19/2013

intitle:"Index of* config.php

intitle:index.of.etc

hA
forum, including FULL ADMIN
access to the database.

This search gets you access to the
etc directory, where many, many,
many types of password files can
be found. This link is not as
reliable, but crawling etc
irectories can be really fun!

—

I imos
m e WOI (U JAdCKU -

filetype:bak
inurl:"htaccess|passwd |shadow | htusers"

This will search for backup files (*.bak) created by
some editors or even by the administrator himself
(before activating a new version). Every attacker
knows that changing the extension of a file on a
web server can have ugly consequences.

e —
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N -[serial Numbers

Let's pretend you need a serial number for Windows XP Pro.

In the Google search bar type in just like this - "Windows XP Professional"
94FBR the key is the 94FBR code.. it was included with many MS Office
registration codes so this will help you dramatically reduce the amount of
'fake' sites (usually pornography) that trick you. Or if you want to find the
serial for WinZip 8.1 -

"WinZip 8.1" 94FBR

5

Number
Ranges to
find Credit
Card, SSN,
Account
Numbers

Numbers  Amex: (1s digits) 300000000000000..399999999999999

MC: (16 digits) 5178000000000000..5178999999999999

Visa : (16 digis) 4356000000000000..4356999999999999

-
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C | [ pastebin.com/raw.php?i=NfMkFgRn
(@ Getting Started [ '] CVE securty vulnera.. [T] Talks - gtec2011  #% MSM Self Service - L. [ Kisam

Please View : htep://uwww.youtube.com/watch?v=ZSMRSGiV-mg

Welcome to all of you in my service.
1 nave my site CW + cc + + discharge any track on the world
And T nave unlocked many software makes good money

+ Example:

- Software for the bug and MICN slot in the Western Union.
* Version: 2.0.1.3 (new update)

- Software to open the balance in PayPal and Bank Connection
* I do not sell well for my client, and my familiaricy

- I update more tham 200 cc daily + CVV.

* There are all kinds of DC + CVV:

(Visa, MasterCard, AMEX, Discover, dob, ssn, full details)
Fresh + good + + + With valid high balance best price

- Bnd T have all kinds of shock right track + 1 / 2 fresh

===> If you are a serious buyer, please add my yahoo ID and contact me
===> I just use vahoo to talk and sell stuff: ===> ben_ccv

=> My Yahoo Messenger: ben_ccv

E-Mail: ben_covéyahoo.com

5 TCN 1659943049

1. dounload more http://q.gs,

Credit card

2 card AND master cards

card NUMBER : 3

card NUMBER : Oskar Brecher
Expiration DATE :06/13
o

card NUMBER : 556 1

card NUMBER : eric peters

ion DATE :03/14

redit-Cards-Pastebin.txt

piral
o

card NUMBER :

card NUMBER :
Expiration DATE :82

oert . Stack

oW oaa

card NUMBER

rard MMRFR @ wilson b chunkwiler

Number :
EXP: 1113
cvv: 739

Name: Justin miller
Country: United States
State: Iowa

ZIP: 58782

City: Waterloo

Street: 935 oregon st

Bank: WELLS FARGD BANK, NATIONAL ASSOCIATION PLATINUM
Email: Justmiller2df = §il.com

MM--> Credit card With Mastercard Secure Code....... (M5CS)
Card: 5458

Exp Date: ©8|2014
Cvv2:768

MName On Card: B well

Adress :1401 Apple Ln East Meadow

New York

Zip Code: 11554

Countr: United stE::::]

Phone: 515-318-5965

=> Info Bank: |CAPITAL ONE, N.A.|

Type: DEBIT GOLD

UNITED_STATES

18888184813 OR 18775478003 OR 18774423764

[ pastebin.com/XiHniBDH

rted [ CVE security vulnera... [] Talks - gtac2011 <% MSh

Card Number :42di51421770@3
Expiry Date:87/13

w1228

State :California

Country :United States
City:Nevada City

Zip Code :95950

Address :P.O. Box 1288

Phone :53@-677-7941

Email ID :jdi }rddB@email.com
SSN :N.A
DOE :N.A

Card Type :CREDIT GOLD/PREMIUM
Bank : Chase Bank

Status : Live

41208 —psess7

W 172
EXP: 11/15 First Name: Ann M

Last Name: MDn

DoB: N/A
N/A
N/A Country: USA
cT

city: Torrington

ZIP: 26798

Address: 122 Calhoun St

9/19/2013
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inurl LvAppl intitle liveapplet

The first query produced

Web  images  Msps  Shopping  Mors~  Search tool

3000+ results!

About 3,380 resulls (0.35 seconds)

LiveApplet - Network Carmera Server VB101_

203.95.34.11/sample/ALvAppLLVAppL.htm ~
You've visifed this page many times. Last visit: 6/26/13 Let’s click on one of
LiveApplet - Network Camera Server VB-C10/VB-C10R the SERPS

62.44.223. 185 sampleAvApplAvappl.him ~

Yrurve visited this nane many fimes | ast visit- /14713

Camera Camerat m

Pan, scan, tilt & zoom ‘

You can control
the camera

| e

inurl:LvAppl intitle:liveapplet

inurl:"viewerframe?mode=motion"

intitle:"Live View / - AXIS"

intitle:"snc-rz30 home"

inurl:indexFrame.shtml "Axis Video Server”

So where is the database?

http://www.exploit-db.com/google-dorks/

e —
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MIMOS

OK, I’'M CONVINCED

So, how do | secure myself?

[wnoveation-for Life

‘ ecuring ourselves rrom Google Aackers

Keep your sensitive
data off the web!

Even if you think you're only ||
putting your data on a web ||
site temporarily, there'sa ||

good chance that you'll either |
forget about it, or that a web ||
crawler might find it. Consider ||
more secure ways of sharing ||
sensitive data, such as |
SSH/SCP or encrypted email. ||

9/19/2013
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MIMOS

SOME ADDITIONAL INFO

To Inspire You To Be A Security Tester

[wnoveation-for Life

BHDB — Bing Hacking
Database and howisit
different from GHDB

39



Scanner Limitations

% \\

If the DB doesn’t have it, it won’t detect it — purely signature based

Authentication by scanner is not trust-worthy

Lacks IDS detection bypass

Working with custom apps is a limitation

|’7 7 T T B T P e T P T T T T T 7 T, 7z, ‘74’/1
/ MIMOS \vf’
How Vulnerability Scanners work |
Advisor and Vulnerability ;
Scan information | Exploit Detection
Advisor Feed | Service (DAS)
Alert Feed y
S
Database E‘
S Exploit Detection Map Files
| Exploit Detection
I
h L : :
Eveni Configuration Eaa:.g:; Mapping Service Mapplng Sewlce
registar (DAS)
t
1DS Collector \ get map Gul
Vulnerability | |Event Router
Collector » E:rfr?ts Database
/ Collector Manager
Firewall Collector

_

e —
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WHERE DO ACTUAL
HACKS COME FROM

So, who are these hackers?

[wnoveation-for Life

9/19/2013
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THE TAKE-AWAY

Top Simple Security Searches that Work!

[wnoveation-for Life

i"llill‘_

Combine searches with “site:” operator

Intitle:index.of = Leads to a direct hack

intitle:intranet | help.desk

Filetype:xls username OR password

Inurl:admin inurl:userlist

.

9/19/2013
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Inurl:admin OR inurl:password filetype:xls (csv)

Inurl:lvappl Live Applet site:*.*

inurl:intranet intitle:intranet +intext:"human resources"

Filetype:log username putty

So where is the GH “database”?

Top Ten Searches PDF (http://tinyurl.com/starwestghdb2013)

‘.IIIIIIIIIIIIIIIIIII--l'

AUTOMATION

Automating the Google Searches

lwnovtionfor Life

9/19/2013
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~
| A\ D,
o

Google Web Search APl Wsdl deprecated

Now Custom Search APIs used

Google controls the use: https://developers.google.com/web-search/terms

Open source script: http://pastebin.com/uE5wJWMy

1. Download the script 2. Rename as .JS 3. Create data file 4. Call in any HTML

http://www.exploit-db.com/google-dorks/

Open Source penetration testing platforms such as
Backtrack and Kali support tools for Google hacking. They
are:

e Exploit-DB

e Searchsploit

e Goodork

e Websploit

e Social Engineering Toolkit
e Burp Suite (decoder)

e —
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~JSon E

About the Presenter

Kiran or Kk

Handle — WTHack
Certifications:

Certified Ethical Hacker (CEH)

Security Tube Metasploit Framework (SMFE)
credited

OSSTMM Professional Security Tester Ac
Certification (OPST)

http ://www.isoc.my/profile/WTHack/
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