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“Of course, faith is a risk – but one I would never risk living without”
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Abstract

In industrial reality, risk is typically assessed by estimating probabilities and consequences. This
approach provides only raw data, but does not offer any strategy for decision making.

Software testing practitioners are commonly confronted with two decision-making situations:
what to test and whether to continue testing.

Decisions like these are made – because of the lack of known strategies – on the basis of the
experience, intuitive assessments and heuristic rules. The results are sometimes strikingly wrong.

A branch of statistics called decision theory provides a number of concepts and methods that can
be used to make better decisions in a structured and controlled way.

Specifically, a method called Bayesian Belief Nets (BBN) has been developed for making
decisions in complex situations. Tool support is available, which makes this method applicable in
industry.
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1.  Introduction

The way important decisions are made is sometimes shockingly primitive. The information may
be very high quality: metrics, statistics, trend estimates and economic analysis. However, the
decision itself, the very moment when someone says “we choose A rather then B or C”, is mostly
taken on the basis of experience, intuitive assessments and heuristic rules.

It may be so that A promises higher gain than B and C, even though the probability of failure is
higher. Or perhaps it is the other way round - A does not promise as much gain as B or C, but it is
much safer, i.e. the probability of failure is lower and the loss in case of failure much less. Who
knows? Who will anyway remember this in half a year’s time?

You may be ISO-9000 certified, CMM level 5, or TickIT-certified. All your processes may have
names and descriptions, and they can be self-improving. However, there is one process that you
are almost surely lacking: the process of decision-making. No, the decision-making is still mostly
done in the fine honourable old way: closing your eyes, thinking hard and following your
experience, your gut feeling, your emotional intelligence or your business instinct. This is done
this way even if a given decision means comparing hundreds of inter-dependent variables and –
provided you really tried to take them all into account - the only gut feeling you could expect was
that of severe indigestion.

Now that I have grumbled long enough, it is time to have a look at the paper's contents.

Figure 1. The overall structure of this paper

Three testing stories where
risk-based decisions must
be taken (part 2)

What may happen if we try to
make these decisions using
only intuition and common
sense (part 3)?

Can “risk-based testing”
help us here (part 4)?

Decision theory: statistical
methods of decision-
making (part 5)

BBN: a special application of
statistical decision-making
(part 6)

What other problems can
decision theory address
(part 7)

-XVW�RQH�PRUH�SRLQW�EHIRUH�\RX�VWDUW�UHDGLQJ��WKH�SDUDJUDSKV�WKDW�ORRN�OLNH�WKLV�RQH
�§&HQWXU\�6FKRROERRN¨�IRQW��JUH\LVK�EDFNJURXQG�DQG�WKLQ�IUDPH�DURXQG��FRQWDLQ
H[DPSOHV��6RPH�DUH�UHDO��VRPH�DUH�PRGLILHG�DQG�VRPH�DUH�IXOO\�ILFWLWLRXV��7KHLU�SXUSRVH
LV�WR�LOOXVWUDWH�WKH�GLVFXVVHG�VXEMHFWV�ZLWK�WKH�H[DPSOHV�IURP�WHVWHUªV�OLIH�

2.  An Appetiser: Three Short Stories to Lure the Reader

Terms like “statistical decision theory” or - even more – “Bayesian Belief Nets” may sound
abstract, theoretical and scary, but actually they apply to very common, very simple everyday
situations.
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2.1 The Story about Test Planning

Classical risk analysis consists of three steps:

1. Identifying risks

2. Assigning probabilities and consequences to each identified risk

3. Calculating (probability * consequence) the numbers that reflect the
relative importance, or urgency, of each risk.

Additionally, the analysis of available means to mitigate the risks (decrease their probability, or
consequences, or both) can be performed.

It has been suggested [Ref. 7], that for the test planning purposes, the third variable (besides
probability and consequence), called testability, shall be added. The value of this variable reflects
whether a given risk can efficiently be addressed by testing.

Let us now study a fictitious example of risk analysis for a project.

Table 1. Results of the risk and testability analysis

Risk Probability1) Consequence Importance Testability

Risk 1 1 3 3 2
Risk 2 3 2 6 1
Risk 3 1 2 2 3

If the available time allows doing only one of these test activities, which shall be chosen?

Should we do the test addressing “Risk 3”, because it is sure to produce some results, even if they
are not so important? Or should we rather do the test addressing “Risk 2”, because this is the most
important. But it has low testability, i.e. test efforts may be wasted... Or maybe we should run
30% of the test cases for each category?

The risk analysis itself does not provide any answers, or the tools to make the “right” decision.
What the right, i.e. optimum under the circumstances, decision would be, depends on the project
goals and their priorities, and on the adopted risk strategies (minimise the possible loss or
maximise the possible gain, for example).

2.2 The Story about Choosing Test Methods

A project has chosen to design its test cases from a state-machine behavioural (black-box) model
of the system under test. Two questions need to be answered:

1. What functional test coverage to choose: each transition at least once, each pair of transitions
at least once, or more?

�����������������������������������������������������

1 All variables are estimated on a scale 1 – 3.

   Importance = probability * consequence
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2. For each tested transition, what inputs to test? All possible, all possible that cause the
transition, one for each of the three equivalence classes (class 1: inputs that cause the
transition; class 2: inputs that cause other transitions; class 3: ignored inputs), or just any one
input that causes the tested transition?

To make this decision knowing what risks are taken, we need the data on how
many more test cases each approach would generate and how much more time
their preparation and execution would take. Besides, the probabilities and
consequences of missing some faults if less coverage is chosen should be
estimated.

Finally, when this data is available, a decision is to be taken. To make it, we need again to know
the overall priorities (how important is quality? how important is time-to-market?) and the level
of risks that is considered acceptable.

2.3 The Story of “Are-We-Ready-Decision”

First, we have taken take risks deciding how to prioritise our testing effort, what areas to test most
[2.1]. Secondly, we have taken risks by deciding the levels of coverage, choosing some test cases
and rejecting others [2.2].

Now we have been testing for two months and only three known faults are left. Using “fault
trending” we estimate that there may be some 5 – 10 bugs unknown to us still in the code.

Shall we deliver? Again, we need a strategy on how to make this decision.

3.  The Psychology of Decision-Making

In this chapter we describe a number of known facts about the way people act in dynamic,
complex and probabilistic situations, like the situations described in the previous chapter. The
described facts are not just hypotheses, but they have a solid experimental backing (the
referenced positions contain more information) and are statistically significant. This is the way
people make decisions, estimate probabilities and choose strategies in real life.

One must not forget, however, that the presented findings are only statistically significant, which
means that, though most people act like that, considerable individual variations may exist.

3.1 Intransitivity of Preferences

Preferences are transitive when the following applies:

if (result 1 > result 2) AND (result 2 > result 3) ⇒ result 1 > result 3

In ordinary language, if Ann prefers Andrew to Bill and Bill to David, then – if her preferences
are transitive – she is expected to prefer Andrew to David. Otherwise, Ann’s preferences are
intransitive (she likes Andrew better than Bill and likes Bill better than David, but given the
choice between Andrew and David she prefers – surprise, surprise – David).
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Psychological research has shown [Ref. 13] that people’s preferences often are intransitive. When
the result of a preference function depends on more than one variable, intransitivity may occur.

���$�WHVW�PDQDJHU�ZDV�DVNHG�DW�DQ�LQWHUQDO�GHYHORSPHQW�PHHWLQJ�ZKHWKHU�KHU�WHVW
WHDP�FRXOG�KHOS�ZLWK�VRPH�GHEXJJLQJ�DFWLYLWLHV��ZKLFK�UHTXLUHG�D�JRRG�NQRZOHGJH�RI
WKH�PHDVXUHPHQW�LQVWUXPHQWV�WKDW�KHU�WHVWHUV�XVHG���1R��¥�FDPH�WKH�DQVZHU�¥��ZH
PXVW�KDYH�WLPH�WR�DFKLHYH�����VWDWHPHQW�FRYHUDJH���7KLV�LV�RXU�SULPH�UHVSRQVLELOLW\
DQG�PRUH�LPSRUWDQW�WKDQ�KHOSLQJ�WR�ILQG�DQG�FRUUHFW�EXJV��

���7KH�VDPH�PDQDJHU�ZHQW�WKHQ�WR�DQRWKHU�PHHWLQJ�DQG�GHFODUHG�WKDW�ORFDWLQJ�DQG
FRUUHFWLQJ�NQRZQ�IDXOWV�ZDV�PRUH�LPSRUWDQW�WKDQ�NHHSLQJ�WKH�GHOLYHU\�GDWH���,W�LV
EHWWHU�WR�GHOLYHU�D�EXJ�IUHH�SURGXFW�WZR�GD\V�ODWH�WKDQ�WR�GHOLYHU�WRPRUURZ�ZLWK�NQRZQ
EXJV�DQG�PDNH�D�EDG�LPSUHVVLRQ�RQ�WKH�FXVWRPHU��¥�VKH�FODLPHG�

���$W�D�WKLUG�PHHWLQJ�ZLWK�SURMHFW�VSRQVRUV�WKH�WHVW�PDQDJHU�GHFODUHG�WKDW�NHHSLQJ�WKH
GHOLYHU\�GDWH�ZDV�PRUH�LPSRUWDQW�WKDQ�DFKLHYLQJ�����VWDWHPHQW�FRYHUDJH�

+HU�GHFODUHG�SUHIHUHQFHV�ZHUH�LQWUDQVLWLYH���FRYHUDJH�!�GHEXJJLQJ��DQG��GHEXJJLQJ�!
GHOLYHU\��EXW��FRYHUDJH���GHOLYHU\���,I�KHU�SUHIHUHQFHV�ZHUH�WUDQVLWLYH��ZH�ZRXOG�H[SHFW
�FRYHUDJH�!�GHOLYHU\��

7KH�UHDVRQ�FDQ�EH�WKDW�WKH�PRWLYH�EHKLQG�KHU�SUHIHUHQFHV�ZDV�WR�PDNH�D�§SURIHVVLRQDO¨
LPSUHVVLRQ��+RZHYHU��WKH�FRQWHQWV�RI�WKLV�YDJXH�WHUP�DUH�VOLJKWO\�DOWHUHG�LQ�GLIIHUHQW
FRQWH[WV��,Q�WKH�ILUVW�WZR�VLWXDWLRQV��WHFKQLFDO�FRQVLGHUDWLRQV�SUHGRPLQDWH��+RZHYHU��LQ
WKH�WKLUG�FRQWH[W��WKH�ZLVK�WR�DSSHDU�§EXVLQHVVOLNH¨�EHFRPHV�PRUH�LPSRUWDQW�

3.2 Time Preference and Delayed Gratification

The so-called subjective utility of a given gain depends on at least two variables: the value of the
gain and the delay after which it will be received. Research [Ref. 10] has shown that there is a
strong negative correlation between the delay and the subjective utility.

In other words, a thousand dollars to be received tomorrow is “worth more” than a thousand
dollars to be earned in a week.

subjective
utility

gratification
delay

Figure 2. The negative correlation between subjective utility and gratification delay (with
constant "monetary" value of the gain)

The strength of this tendency is negatively correlated to age and to some personality traits.
Children generally have considerably lower tolerance to delayed gratification than grown-ups
have. Some people have higher tolerance to delayed gratification.

,Q�VRPH�UHVSHFWV�LV�WHVWLQJ�LWVHOI���DV�RSSRVHG�WR�GHYHORSPHQW���DQ�DFWLYLW\�ZLWK�GHOD\HG
JUDWLILFDWLRQ��GHYHORSPHQW�RIIHUV�LPPHGLDWH�§FRQVWUXFWLYH�MR\¨��ZKHUHDV�WHVWLQJ�DQG�4$
SURPLVHV�VDWLVIDFWLRQ�ODWHU��ZKHQ�KLJK�TXDOLW\�KDV�EHHQ�DFKLHYHG�
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2XU�SUHIHUHQFH�IRU�LPPHGLDWH�JUDWLILFDWLRQ�PD\�FDXVH�XV�WR�H[HFXWH�ILUVW�WKH�HDV\�WHVW
FDVHV�RU�WKRVH�WHVW�FDVHV�WKDW�ILQG�PDQ\�¥�ORZ�SULRULW\�¥�EXJV��LQVWHDG�RI�H[HFXWLQJ�WKH
PRVW�LPSRUWDQW�WHVW�FDVHV�ILUVW�

3DUW�RI�WKH�OXUH�RI�FDSWXUH�UHSOD\�WRROV�LV�WKH�FDSWXUH�IXQFWLRQDOLW\��ZKLFK�RIIHUV�PRUH
LPPHGLDWH�JUDWLILFDWLRQ�WKDQ�VFULSWLQJ�WHFKQLTXHV�

2QH�RI�WKH�SULQFLSOHV�IRU�WKH�VXFFHVVIXO�LQWURGXFWLRQ�RI�WHVW�DXWRPDWLRQ��DFKLHYH�HDUO\
VXFFHVV�DQG�DGYHUWLVH�LW��DLPV�VSHFLILFDOO\�DW�WKH�PDQDJHULDO�QHHG�IRU�HDUO\
JUDWLILFDWLRQ�

,QWURGXFLQJ�WHVW�DXWRPDWLRQ�ZLWKRXW�SURSHU�SUHYLRXV�SODQQLQJ�RI�WKH�WHVWZDUH
DUFKLWHFWXUH�LV�DQ�H[DPSOH�RI�KRZ�OHVV�YDOXH�QRZ�PD\�KDYH�KLJKHU�VXEMHFWLYH�XWLOLW\
WKDQ�PRUH�YDOXH���EXW�ODWHU�

3.3 The Perception of Probability

Among many discoveries on the human perception of probability, two findings are especially
relevant to the activities and decisions common in software testing.

Independent Events

People have difficulties grasping the idea of independent random events. This applies even to
people with formal education in statistics and in probability calculus, whenever they control their
activities intuitively. For example in roulette, getting a given number, say “21” for the third
consecutive time seems to most players – judged from the way they do their betting - much less
probable than getting the same number for the first time. Actually, it is the same, see figure.

Probability = 16,67%

Probability = 0,45%

Probability
16.67%

Probability
16.67%

Probability
16.67%

Figure 3. The probability of independent events

7KH�TXHVWLRQ��ZKHWKHU�VRIWZDUH�IDXOWV�DUH�LQGHSHQGHQW�RU�GHSHQGHQW�HYHQWV��LV�FHQWUDO
IRU�UHJUHVVLRQ�WHVW�SODQQLQJ��,I�WKH\�DUH�LQGHSHQGHQW��WKH�VDPH�UHJUHVVLRQ�VXLWH�PD\�EH
H[HFXWHG�UHJDUGOHVV�RI�ZKDW�IDXOWV�KDYH�EHHQ�IRXQG��,I�WKH\�DUH�GHSHQGHQW��DUHDV
§DURXQG¨�DOUHDG\�IRXQG�IDXOWV�PXVW�EH�WHVWHG�PRUH�

)DXOW�WUHH�DQDO\VLV�LV�WKH�WHFKQLTXH�XVHG�WR�FRPSHQVDWH�IRU�WKH�KXPDQ�WHQGHQF\�WR
XQGHUUDWH�WKH�SUREDELOLW\�RI�WKH�ODVW�HYHQW�LQ�ORQJ�FKDLQV�RI�LQGHSHQGHQW�HYHQWV�

0DNLQJ�SUHGLFWLRQV�DERXW�WKH�QXPEHU�RI�WKH�OHIW�EXJV�RQ�WKH�EDVLV�RI�WKH�QXPEHU�DQG
IUHTXHQF\�RI�WKH�IRXQG�EXJV��LV�RQO\�FRUUHFW�LI�WKH�EXJV�VWLOO�OHIW�DUH�UHODWHG�WR�WKRVH
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DOUHDG\�IRXQG��%XW�LI�WKH\�DUH�§LQGHSHQGHQW�EXJV¨��H�J��LQ�D�WRWDOO\�XQWHVWHG�DUHD�RI
IXQFWLRQDOLW\�RU�LQ�D�GLIIHUHQW�SDUW�RI�WKH�FRGH��PDNLQJ�VXFK�SUHGLFWLRQV�LV�ZURQJ�

Subjective Probability

The probability of the occurrence of the extreme values seems to most people less than of the
probability of the “middle values” form an interval. For example, the experiment participants are
instructed to place bets on different integers from the interval 1 – 100 and informed that the
probability of each integer is the same (1%). Bets concentrate around the middle of the interval in
spite of the fact that the probability of - for example – “50” is equal to the probability of “1” or
“100” [Ref. 8, 9].

I am sure it will
happen to me one
day!

Well... I do not
think it will
actually explode!

Figure 4. Subjective probability: low versus high probability

Similar misjudgements apply to other extreme values and to regular patterns. For example, there
is a visible tendency to underestimate very high probabilities and overestimate very low
probabilities. A regular sequence like 1-2-3-4-5 is often seen as less probable than an irregular
sequence like 3-47-32-12-86.

higher subjective
probability

lower subjective
probability

Figure 5. Subjective probability: regular versus irregular

%RXQGDU\�YDOXH�DQDO\VLV�LV�DQ�HIIHFWLYH�WHVW�PHWKRG�EHFDXVH�LW�ORRNV�IRU�WKH�IDXOWV
FDXVHG�E\�WKH�GHYHORSHUV�ZKR�PDGH�WKH�HUURU�RI�WKLQNLQJ�WKDW�H[WUHPH�YDOXHV�DUH
VRPHKRZ�OHVV�SUREDEOH�LPSRUWDQW�WKDQ�WKH�YDOXHV�DURXQG�WKH�PHDQ�

*HQHUDOO\��RXU�LQWXLWLYH�HVWLPDWLRQV�RI�SUREDELOLW\��H�J��RI�WKH�ULVNV�GXULQJ
GHYHORSPHQW��RI�WKH�ULVNV�GXULQJ�RSHUDWLRQ��RU�RI�WKH�SUREDELOLW\�GLVWULEXWLRQV�RI�XVHU
DFWLYLWLHV��FDQ�EH�VWULNLQJO\�ZURQJ��7KHUHIRUH��WHFKQLTXHV�OLNH�IDXOW�WUHH�DQDO\VLV�DQG
WKH�PRGHOOLQJ�RI�XVHU�DFWLYLWLHV�VKRXOG�EH�XVHG�WR�JHW�PRUH�UHOLDEOH�SUREDELOLW\
HVWLPDWHV�

7UDGLWLRQDO�ULVN�DQDO\VLV�XVHV�LQWXLWLYH�ULVN�HVWLPDWHV�E\�WKH�SDUWLFLSDQWV��ZKLFK�LV�LWV
SULPDU\�ZHDNQHVV�
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3.4 Ignoring the Size of Sample

People often make generalisations based on very small samples. The (statistical) significance of
such samples is very low. However, most people (even with formal education in statistics) ignore
the size of a sample when estimating probabilities in everyday life.

What a cloudy
day today!

Figure 6. Ignoring the size of a sample when estimating probabilities

Ignoring the size of a sample supports “magical thinking”, where inferences are drawn based on
coincidences. For example, an accident happens to someone twice on Wednesday, which prompts
this person to judge Wednesday as his or her “unlucky day”. In reality, the probability of an
accident happening twice on the same day of the week is quite high, 14%!

$VVXPLQJ�KLJK�SURGXFW�UHOLDELOLW\�RQ�WKH�EDVLV�RI�LQVXIILFLHQW�WHVWLQJ��WRR�IHZ�WHVW
FDVHV��WRR�OLWWOH�§VDPSOH¨�RI�XVHU�DFWLRQV��LV�WKH�PRVW�EODWDQW�H[DPSOH�RI�MXPSLQJ�WR
FRQFOXVLRQV�LJQRULQJ�WKH�VDPSOH�VL]H�

$QRWKHU�DUHD�ZKHUH�VDPSOHV�DUH�W\SLFDOO\�YHU\�VPDOO��EXW�FRQFOXVLRQV�DUH�QHYHUWKHOHVV
IRUPXODWHG�ZLWK�KLJK�VHOI�FRQILGHQFH��LV�SURFHVV�LPSURYHPHQW��:KHQ�WZR�SURMHFWV�DUH
GLIIHUHQW�LQ�VRPH�UHVSHFW��DQG�RQH�RI�WKHP�KDSSHQV�WR�ZRUN�EHWWHU��WKH�GLIIHUHQFH�LV
LPPHGLDWHO\�SURFODLPHG�DV�WKH�FDXVH��VHH�DV�ZHOO�§&DXVDO�%LDV¨�>���@��RI�WKH
§LPSURYHPHQW¨��6SHFLILFDOO\�LQ�WKH�WHVW�DUHD��WKLV�DWWLWXGH�FDXVHV�UDVK�DQG�XQUHOLDEOH
FRQFOXVLRQ�RQ�WKH�UHODWLYH�PHULWV�RI�WHVW�WHFKQLTXHV��WHVW�WRROV�DQG�WHVW�DXWRPDWLRQ�

3.5 Problem-solving in Dynamic, Complex Situations

In large, complex systems (an ecosystem, an economy, a society, an organisation, a large
technical, computer or telecomm system) all elements are interdependent. Changing one element
may have hard-to-predict consequences for the state of other elements and the system as a whole.

The decision-makers in such situations make a number of typical errors [Ref. 4].

Failure to Anticipate Side Effects and Long-term Effects

Faced with a complex problem with many complicated inter-dependencies, many
decision-makers revert to a simplified model of how the system actually works. This
creates the feeling of being in control and coping. For example, the decisions may
take into account only the simplest, or the most urgent, or the most familiar problem,
without regard to indirect and long-term outcomes.

1RW�WHVWLQJ�LQ�RUGHU�WR�VDYH�PRQH\�LV�D�W\SLFDO�DQG�ZHOO�NQRZQ�H[DPSOH�RI�WKH�IDLOXUH
WR�DQWLFLSDWH�ORQJ�WHUP�HIIHFWV�

)DXOW�FRUUHFWLRQV�WKDW�LQWURGXFH�QHZ�IDXOWV�DUH�H[DPSOHV�RI�WKH�IDLOXUH�WR�DQWLFLSDWH
DQG�WDNH�DYRLG�VLGH�HIIHFWV�
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/RQJ�WLPH�HIIHFWV�LQ�VRIWZDUH�V\VWHPV�DUH�YDU\�KDUG�WR�DQWLFLSDWH��7KHUHIRUH�VWDELOLW\
WHVWLQJ�DQG�ORQJ�WLPH�WHVWV�DUH�XVHG��EHFDXVH�WKHVH�HIIHFWV�FDQQRW�EH�SUHGLFWHG�LQ�DQ\
RWKHU�ZD\�

7KH�LQWURGXFWLRQ�RI�WHVW�DXWRPDWLRQ�WR�JDLQ�WLPH�LQ�D�SURMHFW�DOUHDG\�ODWH�LV�DQ�H[DPSOH
RI�IDLOLQJ�WR�DQWLFLSDWH�VLGH�HIIHFWV�

8VLQJ�PDLQO\�\RXQJ��LQH[SHULHQFHG�SHUVRQQHO�IRU�WHVWLQJ�PHDQV�VDFULILFLQJ�ORQJ�WHUP
FRQVLGHUDWLRQV�LQ�RUGHU�WR�VROYH�DQ�LPPHGLDWH�SUREOHP��WKH�ODFN�RI�WHVWLQJ�UHVRXUFHV��
,Q�WKH�ORQJ�WHUP��LW�ZLOO�EULQJ�DERXW�KDUPIXO�HIIHFWV��ORZ�VWDWXV�RI�WHVWLQJ��ORZ�TXDOLW\
RI�WHVWLQJ��SHUVRQQHO�WXUQRYHU��HWF�

Insufficient Monitoring whether Corrections Yield Required Results

Acting on a simplified, incorrect model as described in the previous paragraph, decision-makers
often neglect the need to monitor the consequences of their decisions, and ignore apparent
warning signals. The reality is not allowed to interfere with the comfort provided by using the
simplified model.

7KLV�LV�FDOOHG�IRFXVLQJ�LQ�PDQDJHULDO�OLQJR������7KH�GHFLVLRQ�PDNLQJ�VKRXOG�¥�EHVLGHV
FKRRVLQJ�RQH�RI�WKH�RSWLRQV�¥�SURYLGH�D�IDOOEDFN�SODQ�DQG�WKH�PHDQV�WR�PRQLWRU�ZKHWKHU
WKH�H[SHFWHG�UHVXOWV�UHDOO\�PDWHULDOLVH��7KLV�LV�RIWHQ�QHJOHFWHG�

,QVXIILFLHQW�UH�WHVWLQJ�DQG�UHJUHVVLRQ�WHVWLQJ�DUH�WZR�H[DPSOHV�RI�VXFK�EHKDYLRXU��IRU
VRIWZDUH�FRUUHFWLRQV��

)DLOLQJ�WR�JDWKHU�SURFHVV�DQG�SURGXFW�PHWULFV�LV�PRVW�ZLGHVSUHDG�H[DPSOH�RI
�LQVXIILFLHQW�PRQLWRULQJ��

Soothing Anxiety by Substitute Goals and Cynical Reactions

Not being able to cope with the complexity of the situation, decision-makers may
revert to finding substitute goals or to concentrating on minor goals, which are less
complex and provide the feeling of control. The feeling of being overwhelmed by the
magnitude of the problem may result in cynical reactions: diminishing the negative
consequences, playing down the lack of control as unavoidable, etc.

7ZR�FRPPRQ�H[DPSOHV�RI�VXEVWLWXWH�JRDOV�LQ�VRIWZDUH�WHVWLQJ�DUH��WR�PD[LPLVH�WKH
DPRXQW�RI�VXEPLWWHG�GHIHFW�UHSRUWV�DQG�WR�§SOD\¨�ZLWK�WHVW�DXWRPDWLRQ�WRROV�

&UHDWLQJ�YHU\�GHWDLOHG�SURFHVV�GHVFULSWLRQV�RU�YHU\�IRUPDO�TXDOLW\�V\VWHPV�WKDW�QRERG\
ZDQWV�WR�XVH��DUH�RWKHU�VXEVWLWXWH�JRDOV�LQ�WHVW�DQG�4$�

*HQHUDOO\��GHOLYHULQJ�WKH�UHVXOWV�IRU�ZKLFK�WKHUH�LV�QR�FXVWRPHU��WHVW�UHSRUWV�WKDW
PDQDJHPHQW�LJQRUHV��GHIHFW�UHSRUWV�WKDW�GHYHORSHUV�GLVUHJDUG��PHDQV�XVLQJ�VXEVWLWXWH
JRDOV�ZKHQ�WKH�UHDOLW\�LV�WRR�FRPSOH[�RU�WRR�SDLQIXO�WR�EHDU�

'HOLYHULHV�¥�LQWHUQDO�RU�H[WHUQDO�¥�RI�XQWHVWHG�FRGH��PDNLQJ�ELWWHU�MRNHV�DERXW�WKH�ODFN
RI�FRQILJXUDWLRQ�PDQDJHPHQW�RU�FKDRV�ZLWK�GHIHFW�UHSRUWLQJ��DUH�DOO�V\PSWRPV�RI
§F\QLFDO�UHDFWLRQV¨�ZKHQ�QRWKLQJ�LV�EHLQJ�GRQH�DERXW�WKH�FRPSOH[LW\�SUREOHP�
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3.6 Setting Goals

The difficulties of the decision-making situation may stem not only from the system complexity,
but from the complexity of our goals as well. When the goals are multiple and interdependent, we
have serious additional complexity to tackle. This situation may be made worse by our
unsatisfactory representation of the goals. Goals that are non-specific, unclear and implicit make
decision making virtually impossible.

In similar situations, decision-makers may resort to a number of different techniques to deal with
the complexity. Hard prioritisation reduces the number of goals. Delegation removes the
responsibility for given goals elsewhere. Reactive behaviour – tackling only immediate problems
and short-term goals as they appear – soothes negative emotions and simulates control and
activity [Ref. 11]. The candidates for substitute goals are those goals that result in “pleasurable”,
rewarding activities [Ref. 3], which of course need not be the most important from other points of
view.

&RQIXVHG�PLGGOH�OHYHO�PDQDJHUV��UHFHQWO\�OLIWHG�WR�WKHLU�SRVLWLRQV�IURP�GHYHORSHU�UROHV�
IUHTXHQWO\�ILQG�FRPIRUW�LQ�WKH��PLFUR�PDQDJHPHQW��RI�WKH�WHFKQLFDO�GHWDLOV�ZLWK�ZKLFK
WKH\�IHHO�FRPIRUWDEOH�

3URGXFWV�KDYH�PDQ\�GLIIHUHQW�TXDOLW\�DWWULEXWHV����ZKLFK�RIWHQ�KDYH�QHJDWLYH�FRXSOLQJ
�L�H��PRUH�RI�RQH�DWWULEXWH�FDXVHV�OHVV�RI�DQRWKHU�DWWULEXWH���4XDOLW\�JRDOV�VHOGRP�WDNH
WKLV�LQWR�DFFRXQW�

6LPLODUO\��FRPSOH[�UHTXLUHPHQWV��HVSHFLDOO\�QRQ�IXQFWLRQDO�UHTXLUHPHQWV��DUH�RIWHQ
EUXWDOO\��VLPSOLILHG���ZKLFK�PRUH�RIWHQ�WKDQ�QRW�PHDQV�GLVFUHHWO\�GURSSLQJ�VRPH
�WURXEOHVRPH��UHTXLUHPHQWV�

3.7 Coping with Temporal Changes

Dynamic systems that change over time provide special difficulties for decision-makers. The
most common is the extrapolation of expected future trends and states on the basis of the current
situation. We have a tendency to think in linear terms and cope poorly with non-linear processes.

amount

time

real amount

predicted amount

linear
extrapolation

failure to notice the reverse
of the growth trend

Figure 7. Prediction errors for a non-linear development

�����������������������������������������������������

2) Many "lities", a "ncy" and a "ness": efficiency, functionality, maintainability, portability, reliability,
usability, expandability, interoperability, reusability, integrity, survivability, correctness, verifiability,
flexibility...
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Delayed feedback is another confusing effect, very common in many systems. When the
outcomes of our manipulations occur after some delay, many people become
completely confused and predict random behaviour (or make “magical”
assumptions) for perfectly deterministic systems. This may result in ritualistic
behaviour, for example repeating old actions in spite of their inefficiency.

&KDQJHV�LQ�WKH�WUHQGV�RI�WKH�QXPEHUV�RI�H[HFXWHG�WHVWV��WKH�QXPEHUV�RI�IRXQG�DQG
FRUUHFWHG�IDXOWV�HWF��FDQ�EH�GLIILFXOW�WR�LQWHUSUHW��3UHPDWXUH�GHFLVLRQV�EDVHG�RQ�WKH
IDFWV�LQWHUSUHWHG�ZLWKRXW�WKH�UHJDUG�WR�WKH�§WLPH�VNHZ¨�EHWZHHQ�VWLPXOL�DQG�RXWFRPHV
DUH�FRPPRQ�

)RU�H[DPSOH��PDQ\�GHOLYHULHV�WR�WKH�V\VWHP�WHVW�KDYH�WRR�SRRU�TXDOLW\�WR�DOORZ�WHVWLQJ�
7R�DGGUHVV�WKLV�SUREOHP��SUH�GHOLYHU\�§VPRNH¨�WHVWLQJ�LV�LQWURGXFHG�LQ�WKH�GHYHORSPHQW
SURMHFW��$IWHU�VRPH�ZHHNV��WKH�GHOLYHULHV�VWLOO�KDYH�SRRU�TXDOLW\��3UH�GHOLYHU\�WHVWLQJ�LV
VFUDSSHG��$FWXDOO\��DIWHU�WKH�SHULRG�RI�LQLWLDO�GLIILFXOWLHV��WKH�SUH�GHOLYHU\�WHVWLQJ�ZDV
DERXW�WR�EULQJ�DERXW�WKH�UHTXLUHG�UHVXOWV�ZKHQ�LW�ZDV�FDQFHOOHG�

$�YHU\�VLPLODU�VLWXDWLRQ�RFFXUV�RIWHQ�ZLWK�WKH�LQWURGXFWLRQ�RI�WHVW�DXWRPDWLRQ��:KHQ
WHVW�DXWRPDWLRQ�IDLOV�WR�GHOLYHU�PLUDFOHV�IDVW�HQRXJK��LW�LV�VWDOOHG�EHIRUH�LW�FDQ�VWDUW
GHOLYHULQJ�UHVXOWV�

7ZR�SHRSOH�IURP�WKH�WHVWLQJ�JURXS�TXLW��7KH�PDQDJHPHQW�IDLOV�WR�LQWHUSUHW�LW�DV�D
ZDUQLQJ��EHOLHYLQJ�LW�LV�D�SDUW�RI�QRUPDO�WXUQRYHU�SDWWHUQ��6RPH�WLPH�ODWHU��WKH
GLVFRQWHQW�KDV�UHDFKHG�VXFK�SURSRUWLRQV�WKDW�DOPRVW�HYHU\ERG\�IURP�WKH�JURXS�TXLWV�

7KH�QXPEHU�RI�IDXOWV�IRXQG�LQ�FRQVHFXWLYH�LQWHUQDO�GHOLYHULHV�IDOOV�GRZQ��7KLV�LV�XVHG
DV�WKH�UDWLRQDOH�IRU�WKH�GHOLYHU\�GHFLVLRQ��$FWXDOO\��LW�ZDV�RQO\�D�WHPSRUDU\�GURS�GXH�WR
WKH�IDFW�WKDW�WKHVH�GHOLYHULHV�FRQWDLQHG�YHU\�OLWWOH�QHZ�IXQFWLRQDOLW\�

5LWXDOLVWLF�EHKDYLRXU�RFFXUV�ZKHQ�WKHUH�DUH�DWWLWXGHV�§ZH�KDYH�DOZD\V�ZRUNHG�WKLV
ZD\¨�DQG�WKH�§QRW�LQYHQWHG�KHUH¨�V\QGURPH�DSSHDUV��([SHULHQFHG�SURMHFW�OHDGHUV�DQG
WHVW�PDQDJHUV�RIWHQ�UH�XVH�WKH�PHWKRGV�DQG�SDWWHUV�WKDW�ZHUH�VXFFHVVIXO�LQ�SUHYLRXV
SURMHFWV��ZLWKRXW�SULRU�DQDO\VLV�

3.8 Cognitive Dissonance

The cognitive dissonance occurs when our internal representation or expectations do not
agree with the observed facts or actual outcomes. Typically, cognitive dissonance causes
negative emotions, which we try to remove by removing the dissonance. To remove the
dissonance, we can either change/adjust our internal representation and expectations, or re-
interpret the observed facts so that they seem to agree with the expectations.

&RJQLWLYH�GLVVRQDQFH�FDXVHV�PDQ\�EDVLF�WHVW�UHODWHG�SUREOHPV��,W�LV�WKH�UHDVRQ�ZK\
LQGLYLGXDOV�DQG�RUJDQLVDWLRQV�VKRXOG�QRW�WHVW�WKHLU�RZQ�SURGXFWV��&RJQLWLYH�GLVVRQDQFH
H[SODLQV�ZK\�§QRW�EXJV�IRXQG¨�LV�FRQVLGHUHG�JRRG�QHZV��DQG�§D�KXQGUHG�EXJV�IRXQG¨�LV
EDG�QHZV��HYHQ�LI�LW�LV�WKH�RWKHU�ZD\�URXQG�IURP�WKH�SRLQW�RI�YLHZ�RI�WKH�ILQDO�SURGXFW
TXDOLW\�

3.9 Causal Bias

People tend to assume the existence of a causal relationship where there is only the evidence of a
positive correlation. For example, watching violent videos if often given blame for violent
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teenage behaviour. What is more probable, there is a third variable, for example being brought up
in a violent environment, that is the common cause of both violent behaviour and the interest in
violent movies.

6HH�VHFWLRQ�§,JQRULQJ�WKH�6L]H�RI�6DPSOH¨�>���@�IRU�H[DPSOHV�

3.10 Group Thinking

 The decisions made by large bodies – committees, review teams
– are commonly thought of as better decisions. There are factors that may make collective
decisions better, for example the access to more information and the fact that not everyone makes
the same error. On the other hand, a phenomenon called group thinking may make the results of
collective decision-making worse than individual decision-making.

Group thinking is the way that group members behave in order to get acceptance from other
members and to enjoy the feeling of emotional safety that group membership yields.

([DPSOHV�RI�JURXS�WKLQNLQJ�PD\�EH�LQHIILFLHQW�UHYLHZV��'XH�WR�JURXS�SUHVVXUH�§OHWªV
ILQLVK�WKLV�DQG�JR�IRU�OXQFK¨��RU�EHFDXVH�OHVV�VHQLRU�SDUWLFLSDQWV�GR�QRW�GDUH�WR�YRLFH
WKHLU�GRXEWV��RU�EHFDXVH�WKH�UHVSRQVLELOLW\�LV�QRW�DVVLJQHG�WR�DQ\�LQGLYLGXDO��GRFXPHQWV
WKDW�VKRXOG�KDYH�EHHQ�UHMHFWHG�DUH�DFFHSWHG�

$QRWKHU�H[DPSOH�RI�JURXS�WKLQNLQJ�LV�ZKHQ�ROG�WHVW�PHWKRGV�DQG�WKH�ROG�GHVLJQ�RI�WHVW
FDVHV�DUH�QHYHU�TXHVWLRQHG�

7HVWHUV�DUH�VRPHWLPHV�RSHQO\�HQFRXUDJHG�WR�HQJDJH�LQ�JURXS�WKLQNLQJ��ZKHQ�WKH\�DUH
UHTXHVWHG�WR�GURS�VRPH�GHIHFW�UHSRUWV�RU�WDNH�WKH�UHVSRQVLELOLW\�IRU�GHEXJJLQJ��RU�JLYH�D
JR�DKHDG�WR�D�GHOLYHU\�WKDW�WKH\�NQRZ�LV�QRW�JRRG�HQRXJK�

3.11 Conclusions

In a way, the findings described earlier in this chapter, though well known for professional
psychologists, come as a surprise to many readers. It is shocking to find that people seem
incapable of acting rightly in complex and dynamic situations. Our intuitive grasp of statistics and
probability is mostly incorrect. To put it bluntly, our behaviour often seems stupid.

This “stupidity” is in fact a number of very adaptive traits that ensured the survival of our species.
The ability to solve immediate problems fast and to cope immediately with approaching dangers
required a number of filtering techniques that kept information processing to the minimum and
allowed fast decision-making in situations with incomplete information.
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requirements today requirements at the time when the
human brain evolved

Figure 8. The ability to cope with long-term and short-term problems

On the other hand, many of the traits required in complex situations of today’s technological
civilisation, were useless or even dangerous in the time when the human brain initially evolved.
Individuals, who had a tendency to engage in the analysis of the situation and the anticipation of
side effects and long-time repercussions, were generally eaten by predators long before they were
halfway through these demanding intellectual tasks...

To be able to cope more successfully with the challenges of living in a complex world and
building complex, dynamic systems, we should recognise both our strengths and our deficiencies,
and act accordingly. Human brain is unsurpassed in creative work and in making quick and
reasonably good short-term decisions without engaging the heavy apparatus of more complex
thinking. On the other hand, we are very poor in making good estimates and correct decisions in
complex and dynamic situations. Therefore, we should turn to available tools for support. These
tools – based on statistics – and their usage are described in the following chapters.

4.  What is a Risk-Based Testing?

Using a search engine for “risk-based testing” gave 127 hits. It is a common term today,
especially applied to testing e-commerce and other Internet applications.

Generally, risk-based testing means that testing is concentrated in areas where
the risk is highest [Ref. 1 and 7]. The decisions what to test and when to stop
testing are based on the analysis of the involved risks.

In some respect this approach resembles Statistical Usage Testing (SUT). SUT
defines risk as the probability of a given “usage”. Test cases are generated and

prioritised according to this probability. However, the definition of risk used by most “risk-based
test methods” is broader. It includes both risk probability and risk consequences (test more where
the consequences of failure are greater). Besides, both operational and developmental risks are
addressed (more testing where the risk of errors in development is greater).

Risk-based testing is about how to identify existing and to predict possible risks, about how to
assess their probabilities and the consequences, and how to mitigate them (i.e. decrease the
probability or mitigate the negative consequences) with the help of testing. The methods
described for these activities are mainly heuristic and designed specifically for the usage in
software and system testing.

This paper supplements risk-based testing in three respects.
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1. Psychological obstacles to efficient heuristic methods. In chapter “The Psychology of
Decision-Making” [3. ] we discuss why – in spite of the participants’ experience, the usage of
defined processes and in spite of performing meticulous inspections - heuristic methods may
fail to produce correct decisions.

2. Some examples of the application of formal, statistical methods for the decision-making in
test process are presented (“Statistics: Decision-Making Under Uncertainty”, [5. ]).

3. One well-developed method with tools support for risk assessment and analysis is presented
in "Making Decisions Using Bayesian Nets", [6. ].

5.  Statistics: Decision-Making Under Uncertainty

5.1 Two Types of Uncertainty

“Statistics is the science of decision making under uncertainty” [Ref. 2]. Actually, most decisions
fall into this category, as (future) outcomes of a (present) decision are never completely sure.

There are two kinds of uncertainty. The first kind is uncertainty due to randomness. Casting dice
we know that the probability distribution of possible outcomes is rectangular: 16,667% for each
of the six possible outcomes. However, we do not know for sure what outcome will happen next
– therefore uncertainty.

The second kind of uncertainty is when we do not know which laws of randomness
apply, or - in statistical lingo - what is the state of nature. It is like using a dice that
is perhaps false, we have no clue to what the probability distribution for the six
outcomes is. This is the kind of uncertainty we commonly face in software testing
situations. We do not normally know the probability distribution of the user actions

and we do not know the probability distribution of the faults.

In order to tackle this kind of uncertainty, experiments can be made and observations taken. By
casting a suspicious dice a few hundred times, we can get a fair knowledge of what its probability
distribution actually is.

5.2 The Consequences of Uncertainty in Software Testing

Not knowing the probability distribution of user actions is an obstacle to estimating whether our
test suite is representative, i.e. whether it covers all use cases that will occur during operation.
Not knowing whether the test suite is representative, we cannot estimate the significance of the
test results, i.e. the probability that test results faithfully mirror the results of the system in
operation.
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the set of all
user actions

non-representative
sample

representative sample

Figure 9. Representative versus non-representative sample

7KLV�XQFHUWDLQW\�LV�VXFFHVVIXOO\�¥�DW�OHDVW�LQ�WKHRU\�¥�DGGUHVVHG�E\�WKH�WHFKQLTXHV�OLNH
6WDWLVWLFDO�8VDJH�7HVWLQJ�>5HI����@�RU�6RIWZDUH�5HOLDELOLW\�(QJLQHHULQJ�>5HI����@��%\
JDWKHULQJ�UHOLDEOH�LQIRUPDWLRQ�RQ�WKH�SUREDELOLW\�GLVWULEXWLRQ�RI�XVHU�DFWLRQV��WKLV�LV
WKH�PDLQ�SUDFWLFDO�GLIILFXOW\�RI�WKHVH�PHWKRGV���ZH�FDQ�JHQHUDWH�UHSUHVHQWDWLYH
VDPSOHV�RI�WKHVH�DFWLRQV��L�H��UHOLDEOH�WHVW�VXLWHV�

6WLOO��WKH�RWKHU�XQFHUWDLQW\�UHPDLQV��WKH�XQNQRZQ�SUREDELOLW\�GLVWULEXWLRQ�RI�WKH�IDXOWV
SUHVHQW�LQ�WHVWHG�V\VWHPV��7KHUH�LV�D�ORW�RI�DQHFGRWDO�LQIRUPDWLRQ�DYDLODEOH���IDXOWV
WHQG�WR�DSSHDU�LQ�FOXVWHUV����WKHUH�DUH�RQ�DYHUDJH�;�IDXOWV�IRU�<�OLQHV�RI�FRGH����IDXOWV
DSSHDU�RQ�ERXQGDU\�FRQGLWLRQV����IDXOWV�DSSHDU�LQ�FRPSOH[�PRGXOHV���HWF��+RZHYHU��QRW
NQRZLQJ�WKH�SUREDELOLW\�GLVWULEXWLRQ��ZH�FDQQRW�HVWLPDWH�ZKHWKHU�LW�LV�OLNHO\�WKDW�D
JLYHQ�§UXOH¨�DSSOLHV�WR�WKH�V\VWHP�ZH�WHVW�QRZ�

5.3 Utility

You gamble by casting a coin. There are three kinds of bets:

1. Heads: you win £500, tails: you lose £500.

2. Heads: you win £10, tails: you lose £10.

3. Heads: you win £10000, tails: you lose £2000.

Which bet is best for you? From the point of view of the win value, the bet number 3 is the
obvious winner. However, value is not the same as utility. Utility is “a function on the set of

prospects” [Ref. 2]. In this example, “prospects” are the (monetary) value of the
win, the value of the loss and the win/loss ratio. The probabilities are constant, but
in many other situations the probability of winning and the probability of loosing
are “prospects”, too. In other words, utility - the dependent variable - is a function
of "prospects", which are the independent variables.

The shape of the utility function is different for different people, different
organisations and different situations. For the author at the moment of writing,

both loosing £500 and loosing £2000 feels like too much; therefore the bet number 2 has the
highest usability. For someone who felt more at ease with the risk of loosing £2000, the bet
number 3 would probably have the highest usability.

7KH�ILUVW�VWHS�LQ�DQ\�GHFLVLRQ�PDNLQJ�SURFHVV�VKDOO�EH�GHILQLQJ�ZKDW�XVDELOLW\�IXQFWLRQ
DSSOLHV�WR�LW��)RU�H[DPSOH��\RX�FDQQRW�PDNH�D�JRRG�GHFLVLRQ�RQ�WKH��UHOHDVH�RU�FRQWLQXH
WHVWLQJ��GLOHPPD�XQOHVV�\RX�KDYH�LGHQWLILHG�DOO�WKH��SURVSHFWV��DQG�KDYH�D�UHODWLYHO\
ZHOO�GHILQHG�XWLOLW\�IXQFWLRQ�RQ�WKHP�

7KH�OLVW�RI�DOO�WKH��SURVSHFWV��FDQ�EH�ORQJ�
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− WKH�YDOXH�RI�KLWWLQJ�WKH�PDUNHW�ZLQGRZ

− WKH�FRVW�RI�PLVVLQJ�WKH�PDUNHW�ZLQGRZ��DV�WKH�IXQFWLRQ�RI�WKH�WLPH�

− WKH�ULVN�RI�IDLOXUHV�LQ�RSHUDWLRQ

− WKH�FRVW��PRQH\�ORVV��RI�IDLOXUH�LQ�RSHUDWLRQ

− WKH�SUREDELOLW\�RI�ILQGLQJ�DQG�FRUUHFWLQJ�PRUH�IDXOWV��DV�WKH�IXQFWLRQ�RI�WKH�WLPH
DQG�UHVRXUFHV�

− HWF�

5.4 Some Decision Strategies

Minimising the Maximum Loss

This strategy defines utility as the function of the maximum value of the loss (and nothing else).

win

loss

win

loss

Possible outcomes of
Decision A:

Possible outcomes of
Decision B:

Figure 10. Lists of possible outcomes for two different decisions

Using the strategy of "minimising the maximum loss", Decision A will be chosen, even if
Decision B looks better is some respects (higher wins, for example).

Minimising the Average Loss

Using this strategy, we would choose Decision B, as the average loss of all its possible outcomes
is lower than for Decision A, in spite of that one of the outcomes is the loss largest of all.

Other Strategies

There are other strategies, including more complex ones. They are not discussed in this paper.

What If the State of Nature is Unknown?

What decision strategies can be applied when the "state of nature" (see "Two Types of
Uncertainty" [5.1]) is unknown, i.e. when we do not know what probability distribution applies to
a given area? After all, unless we have some clue to what may happen, we may as well choose
our actions quite randomly?

This is not necessarily the case. Let us study the following example.

7KHUH�DUH�WZR�SRVVLEOH�VWDWHV�RI�QDWXUH��HLWKHU�WKHUH�LV�D�EXJ�RU�WKHUH�LV�QR�EXJ��EXW�ZH
GR�QRW�NQRZ�WKH�SUREDELOLW\�RI�HLWKHU�VWDWH�

$VVXPH�WKDW�WKUHH�DFWLRQV�DUH�SRVVLEOH��ZH�PD\�����SUHSDUH�QRW�WR�WHVW�DW�DOO�����
SUHSDUH�WR�WHVW�EXW�QRW�WR�GHEXJ������SUHSDUH�WR�WHVW�DQG�WR�GHEXJ�
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Now let us assign the loss (loss is just a kind of "negative utility", see "Utility" [5.3]) to every
combination of the state of nature and the chosen action.

do not test test and not
debug

test and
debug

there is no bug 03) 1 3
there is a bug 5 2 0

Unless there is some indicator, which is correlated to the existence of bugs, the choice of actions
can be random.

:H�FRQVLGHU�XVLQJ�F\FORPDWLF�FRPSOH[LW\�IRU�HDFK�PRGXOH�DV�WKH�LQGLFDWRU�RI�WKH�IDXOW
H[LVWHQFH��/HW�XV�SUHVXPH�WKH�IROORZLQJ�FRUUHODWLRQ�KDYH�EHHQ�REVHUYHG�

− KLJK�FRPSOH[LW\������RI�WKH�PRGXOHV�FRQWDLQ�D�EXJ

− PLGGOH�FRPSOH[LW\������RI�PRGXOHV�FRQWDLQ�D�EXJ

− ORZ�FRPSOH[LW\������FRQWDLQ�D�EXJ

Now can all possible strategies 4) be evaluated: The expected loss of utility (or simply "loss") can
be calculated for each. Here, it will be presented for just four of them:

never test always test
and debug

low: do not test

middle: test

high: test & debug

low & middle: do not
test

high: test & debug

if there is no bug 0 3 1.95) 1.2
if there is a bug 5 0 1.35 2.25

Which strategy is the best? Impossible to say, unless we make assumptions on the overall bug
probability. For example, if the overall bug probability is 90%, the strategy "never test" would
yield an average loss 90%*5 + 10%*0 = 4.5. The strategy "always test and debug" would yield,
not surprisingly, a much lower average loss 90%*0 + 10%*3 = 0.3. But, if the bug probability
was only 20%, the average loss of "never test" (20%*5 + 80%*0 = 1) would be less than the
average loss of "always test and debug" (20%*0 + 80%*3 = 2.4)!6)

�����������������������������������������������������

3) Assigning the values of loss is difficult, and it must mirror our overall testing strategy. In this example,
"loss" is defined only from the point of view of the product quality enhancement. Therefore, to "test when
there is no bug" is just a wasted effort. Naturally, testing when there is no bug provides very valuable
information, but this fact is ignored here to keep the example as simple as possible.
4) There are 27 of them in this example: the number of all possible three-element (three different levels of
complexity are used) variations with repetitions of three elements (there are three possible actions) equals
33 = 27.
5)  0 * 85% + 1 * 70% + 3 * 40% = 1,9; all other calculations follow the same rule.
6) All right, then, maybe the loss values assigned in this example to different outcomes should after all be
revised again... ;-)
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The so-called Bayes7) strategy is the strategy that minimises the average loss (as defined in the
calculations above) for a given assumed set of probabilities. In other words, using Bayes strategy,
we can find "the best" strategy (in a Bayesian sense, i.e. as defined above) for any assumed set of
probabilities. Even if the state of nature is unknown, we can make a number of "what if"-analysis
to support our decision-making process.

6.  Making Decisions Using Bayesian Nets

The end of the previous chapter does not look like anything you could with a clear conscience
recommend to use at, or even before a management meeting. The calculations are tricky, even
though only three simple variables are involved. In managerial practice, we would like to be able
to handle the situations where there exist many interdependent variables. Besides, it would be
desirable if calculations could easily be re-done whenever new data becomes available.

This is actually what BBN - Bayesian Belief Nets - have to offer [Ref. 5 and 6]. Commercial tools
that support them is available as well [Ref. 16].

6.1 What is a BBN?

BBN is a graph representing relationships among variables. Nodes of the graph represent
variables, and the links are relationships (causal or relevance) between pairs of variables. In this
respect, BBN-graph is very much like the graph for cause-effect analysis or for fault-tree analysis.

domain
complexity

staff quality process
quality

# faults

test quality test effort

# found
faults

# left faults operational
profile

# failures in
operation

Figure 11. An example BBN graph

BBN graphs can be used in both directions with data of different quality and on different scales
(at least ordinal8)). For each node, there are associated probability tables. For example, if "staff
quality" is measured on a simple ordinal scale "low", "middle" and "high", associated
probabilities can be defined as - for example - 10% "high", 60% "middle" and 30% "low".
Provided the value of a given variable is well known, then the probability 100% can be assigned.

�����������������������������������������������������

7)  T. Bayes was an 18th century English mathematician.
8) Values on the ordinal scale are ordered, but no arithmetic operations are possible with them.
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For the links, the associated values denote how much the variance of the value of the dependent
variable (the node at the "end" of the link) is explained by the value of the independent variable
(the node at the "beginning" of the link).

If the probability distributions of the independent variables are not known, then the inferred
values of the dependent variable will have a rectangular probability distribution. For example, if
(see Figure 11. An example BBN graph) "#found faults" and "operational profile" are not known,
then the resultant "#failures in operation" will have the same probability assigned to all values (or
value intervals). Having "the same probability assigned to all outcomes" means that nothing can
be predicted about which outcomes are more probable than other outcomes.

6.2 BBN Usage

BBN graphs can be used in two ways: for prediction and for updating previous
"beliefs" (expert opinions on the probability).

In the example graph above, we could - by making all assumptions - predict the
"#failures in operation".

When, during testing, the "# found faults" becomes known, it can be entered directly into the
BBN and all other values will automatically be updated.

Entering the actual "#failures in operation" (when it is known) will work all the way down the
graph, updating the values of the lower nodes! Provided our estimates of how strongly variables
depend on each other are correct, learning about the high number of failures in operation will
automatically update our earlier estimates of, among other, "test quality" and "test effort"!

7.  Decision Theory: the Missing Link?

Three elements are present in every testing situation: management, test techniques and domain
knowledge.

1. Management organises test activities and secures the connection to other development
activities and to the line organisation.

2. Test techniques are about how to choose and design test cases.

3. Domain knowledge is necessary to know what is most important to test from the user’s point
of view and to generate the expected outcomes for the test cases.

The connection among these elements is often chaotic.

7UDQVDFWLRQ�IORZ�WHVWLQJ�LV�FKRVHQ�IRU�D�WHVW�SURMHFW�RI�D�EDQNLQJ�V\VWHP��7KLV�GHFLVLRQ
LV�PDGH�ZLWKRXW�IXOO�FRQWURO�RI�WKH�LQYROYHG�ULVNV��DV�LW�ZRXOG�UHTXLUH�GRPDLQ
NQRZOHGJH�

7KH�WHVW�PDQDJHU�SODQV�WHVW�DFWLYLWLHV��UHVRXUFHV��ODE�HTXLSPHQW�HWF��ZLWKRXW�UHJDUG�WR
ZKDW�OHYHO�RI�ULVNV�KHU�GHFLVLRQV�HQWDLO��7R�DFKLHYH�WKH�UHTXLUHG�FRQILGHQFH�LQ�WKH
TXDOLW\�RI�WKH�GHOLYHUHG�VRIWZDUH��WKH�DPRXQW�RI�WHVWLQJ�DQG�UHVRXUFHV�PXVW�EH
DQDO\VHG�WDNLQJ�LQWR�WKH�DFFRXQW�WKH�FKRVHQ�WHVW�WHFKQLTXHV�
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Perhaps, the use of formalised decision-making methods can provide the missing link.

management

domain
knowledge

test
techniques

decision
theory

decisions what,
how and for
how long to test

Figure 12. Using decision theory to bind together elements of the test process
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