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At a recent presentation on computer security and encryption at the University of Chicago, Robert Thibadeau, Principal Research Scientist at Carnegie Mellon University called the new security architecture of Windows 2000 Server, “Perfect.” An important component of any security system, its multi-layered access and encryption permissions provides a powerful combination, when configured properly. However, time and time again I find myself in front of a Windows 2000 Server, where a failed permissions configuration succeeded in creating a tangled mesh, denying access to everyone. At this point, without a documented roadmap, it becomes difficult to unravel the conflicts, but I hope to shed some light on what to do and avoid form personal experience.  

The new complexity of the added security layers is to deny access to intruders and malicious viruses and not assigned users within an enterprise. I believe that there are a couple reasons for this confusion; 1) Windows 2000 has an object-oriented approach to descriptions and managing resources, permissions and security, and 2) Windows NT Server and Windows 2000 Server may seem similar, they are indeed different species. It’s easy to shift back into the Windows NT mind frame, when looking at similar screens.

If you’ve upgraded or are planning to upgrade from Windows NT to Windows 2000, the set-up program will automatically reassigned your functions and permissions into the Windows 2000 environment, saving you from having to work with those differences. Windows NT has two basic levels of securing files, which are file and share permissions, while Windows 2000 (in mixed mode, not Active Directory) has three levels; file, share and web permissions. I’ll also examine the Encryption File System (EFS) function, which locks files and folders to individual users. 

File Permissions

File permissions are the only protection for objects from being accessed locally, while at the server’s terminal. These will only work on the NTFS (NT File System) formatted partitions, and are not available on FAT or FAT32 partitions, leaving objects unsecured. There are six basic NTFS permissions; Read (R ), Write (W), Execute (X), Delete (D), Change (P) and Take Ownership (O). 

When configuring NTFS, it’s important to understand that the least restrictive permission will dominate as any given user’s authorization. For example, if a user is restricted to read-only access to a folder, but a designated group membership is assigned full control permission, that user will have full control of that resource, or:

Full Control + Read = Full Control

The exception is when no access is combined with any other NTFS permission; the no access restriction dominates, or:

Full Control + No Access = No Access

INSERT: Figure 1.1

CAPTION: Right-click and choose Properties to access the folder attributes

To begin assigning NTFS file permissions, right-click onto the chosen folder (or file) you wish to secure. This will open a context menu, where you then chose Properties, which presents the window as shown in Figure 1.1. Once opened, choose the Security tab and you’ll gain access to the NTFS permissions window (Figure 1.2).

INSERT: Figure 1.2 & 1.3

CAPTION: The Windows 2000 Server Everyone group does mean everyone!
Incidentally, Everyone does mean everyone, so I’d recommend eliminating this group and stick with the Users and Domain Users. 

In the Properties/Security window (Figure 1.2), you also have the choice of Advanced options. When chosen, a new window appears that provides more details on the groups with designated assigned access and permissions (Figure 1.3).  This is where you can make additional changes and determine whether those changes should affect subdirectories and objects or propagate from the parent folder.  When you choose “Allow inheritable permissions from parent to propagate to this object,” it will automatically assign the existing permissions that have been established onto the “parent” folder. 

You can also have conflicts (actually, more confusion than conflict) by assigning new permissions to an object and its contents, but then choosing to also propagate permissions from the parent folder. Here, you’ve accomplished nothing if you’ve just attempted to restrict access to Read only, when the group membership in the parent folder provides Full Control (Read + Full Control = Full Control). 

When establishing NTFS security for Web access, give the Users group read access (RX) to allow all valid Windows 2000 Domain Users at least read access to your websites. You can restrict access to specific resources by denying access, which will then over ride the read permissions. Also, if you move or copy a folder to another drive or folder with shared permissions, it will inherit the parent share setting. Any original sharing permission is removed, but it is free to inherit sharing from the new location.


Share Permissions

Providing access to shared folders across a local area network in Windows 2000 looks and works somewhat like Windows NT, with a few exceptions. As shown in Figure 2.1, you can choose a share name, which I’d recommend keeping the same as the folder’s name to avoid confusion, a comment field, a user limit (to stick to software licenses), a Permissions button, to choose the users that can access your files and if they have either Full Control, Change or Read permissions. There is also the option of offline caching a network folder locally, which will allow access to the content even without a network connection, to reduce network congestion. 

INSERT: Figure 2.1, 2.2 & 2.3

CAPTION: When sharing folders, it’s best to keep the share name and folder name identical to avoid confusion later.

Web Permissions

Web permissions will allow share access by a Web browser, typically for the Internet and extranet. The Web permissions on Windows 2000 Server are subject to any NTFS permissions, so pick up your NTFS policy documentation and keep access privileges consistent or within the proper scope, otherwise you’ll have trouble accessing resources.

To assign Web permissions to objects, simply right-click and open the context menu (Figure 1.1), and this time highlight the Web Sharing tab (Figure 3.1). Choose the appropriate web site you’d like to make available remotely and pick “Share this Folder.” A popup menu appears, giving you the following access permission options; Read, Write, Script source access and Directory browsing and either None, Scripts or Execute (includes scripts) for application permissions. The most restrictive access; selecting Read only from the access permissions list, and None from the application permission list is not at all practical as pages requiring script (such as ASP pages) and database interconnectivity and applications will require write and execute permissions. After initiating a web share, if you’re having trouble accessing the files and folders, check with your web server permissions first, before digging into the NTFS hierarchy.

INSERT: Figure 3.1, 3.2 & 3.3

CAPTION: Web sharing provides another layer of protection for the Internet, the hole that punctured the enterprise. 

Encryption

Windows 2000 Server also provides the Encryption File System (EFS) option on all folders and files.  In the context menu, as shown in Figure 1.1, press the Advanced button in the attributes area of the General tab window. As Figure 4.1 presents, you now have the option of encrypting the folder exclusively, or all child objects within the folder as well. Once you encrypt the object (Figure 4.2), even if you move or copy the object to another location or Windows 2000 server, only you have the explicit permission to decrypt the object to view. 

INSERT: Figure 4.1 & 4.2

CAPTION: The Encryption File System (EFS) provides exclusive permissions, even when the file is moved to another system.

Summary of Best Practices:

· Remove the Everyone group to avoid conflicts and easy intrusion

· For both the NTFS and sharing permissions, provide only the access level that the group requires, such as Full Control for the Administrators group, Read & Write for Users group

· Stick with NTFS permissions to folders rather than individual files and make sure that all child objects (subfolders and files) inherit the permission from that parent folder

· Create specific folders for each department or group, according to access requirements. (Marketing folder for the marketing group, Sales folder for the Sales group, etc.) 

· Avoid the Deny option as it can create confusion

· Assign Change permissions on access to database content and the CREATOR OWNER groups

· Remember to add the Internet Access Account (IUSR/servername) to the Log on Locally policy, if you need to access the web site on the local server

· Avoid system passwords that are easily guessable ("password," or "money," are common) or just use a blank password. Don’t use default passwords, or you’re just handing intruders a key
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