1. Introduction

Defect Prevention is one of the most important activities of a software development life cycle, which has a direct impact on controlling the cost of the project and the quality of deliverables. The cost of rectifying defect in the product is very high when compared to preventing. Hence it is always advisable to make measures, which will prevent the defect being introduced in the product, as early as possible.

The amount of rework is a significant cost factor in software development and maintenance. The number of problems and defects associated with the product are direct contribution to this cost. Measurement of problems and defects can help us to understand where and how the problem and defects occur and provide insight to methods of detection, prevention and prediction and keep costs under control.

NIST (National Institute of standard technology) published a study in 2002 saying the cost to fix one bug found when software is in production is 15 hours, vs. under 5 hrs if that bug was found While the software was still at the coding stage.
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Figure 1 - Cost to Fix Defects




2. Prevention

We can prevent the defect by logging the defects in a defect-tracking tool and documenting the defects. Precautions should be taken while logging the defects by specifying the correct defect description so that the developers can reproduce the same defect and it is better to provide steps to reproduce along with the screen shots. This is to verify that the developers can very clearly analysis the defect. Root cause analysis defects should be in practice with the release of each build and the care should be taken that the same critical defects should not be present in the next build/version. We can also prevent by analyzing the report from lesson learned or from the post mortem report from the project.

2.1 Root Causes includes:

· Inadequate trainings

· Poor Communication

· Not accounting for all details of the problem

· Making mistakes in manual procedures (eg: Typing error, Wrong understanding of the document….)

The number of defects should be decreased as the builds / Versions are released.
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The test cases should be very effective covering all the functionalities that are specified in the requirement document. It should cover different scenarios along with the Test Data.

Very minimal enhancement of test cases should be done at the time of testing. And all the related testing documents should be ready with Peer Review. So that the testers can have enough time to test the product/project. A very good estimation is required.

2.2 Principles of defect prevention:

· Programmers should evaluate their own error

· Causal analysis should be a part of the process

· Feedback should be a part of process

· Should be implemented in incremental steps

· Process improvement must be an integral part of the software process.

Defect prevention activities should be planned into each person’s responsibilities like having causal analysis meeting, Kick-off meetings, reviewing and planning proposed actions and also having periodic reviews. The Purpose of these reviews is to provide awareness of software process activities at an appropriate level of abstraction and in a timely manner. The time between reviews should meet the needs of the organization.

2.3 Kick-off meetings:

· The software process, standards, procedures, methods and tools applicable to the task, with an emphasis on recent changes.

· The inputs required and available for the task.

· The outputs to be produced with example

· The methods to be used to verify adherence to the software process.

· A list of errors that are commonly made/introduced during the current stage and recommended preventive actions for these errors.

· The team assignments

· The task schedule

· The software product quality goals for the task and software project.

The Testers and the organization should be aware of the defect prevention activities on a periodic basis. The defect prevention coordinator should hold a monthly team meeting in which he presents the findings of the causal analysis report. The causes of the defects are discussed and preventive methods are shared between the team members. Action items are decided and responsibilities are fixed for carrying out these actions. One defect prevention coordinator is responsible for propagating the preventive actins proposed in the project as of that date to the entire project team.

2.4 Monthly status report:

· A summary of the major defect types reported during the month

· Major achievements and successful implementation of defect prevention.

· Status of incomplete action proposals.

2.5 Benefits of defect prevention:

· Checklist developed for reviews have improved.

· Rework effort has reduced

· Number of weighted defects has reduced

· Training program has improved

· Projects are now operating with lesser defects even with a lesser percentage of experienced resources.



















