Monitor Critical Functions

Madan Purusothaman & Shalini Ravikumar

Madan.Purushotham@greenpoint.com & shalinir79@rediffmail.com
Table of Contents

3Introduction


4What needs to be Monitored?


4Representation


5Identify critical Functionality


5Identify Defects that need more Attention


5Prioritize and Prepare


6Tracking Process


6Regression Test


6References


6About the Authors





Introduction

Each software developed has in its domain, functionalities that the users feel are very important. It is these areas that we have focused our attention on. When working for large projects, and when nearing the production date how often have we heard this - “Oh! It was working fine, now it’s not…” 

Software Projects, that have changes to their Requirements during testing phase is not uncommon. As a result, code drops to address these new Requirements and code fixes to address existing defects, follow their way. Testing all these surely is a daunting task. With time and costs playing their part, the general assumption prevails that once functionality or a defect is tested for its correctness, it is certified to be OK. This functionality/issue gets buried under the heap of other emerging new issues. 

Among these are the ones that are very critical functions and may not always be a part of the Regression test. And also closed defects that were assigned high Priority and Severity will never be visited again. 

In this article, we have discussed in brief, ways to Identify, Prioritize, Track and Test these buried entities. And there is a mention about how useful this would prove to the overall wellness of the project.

What needs to be Monitored?

Let’s consider a simple real life example of a comprehensive healthcare product used in the global market. This product is definitely dependent on date manipulation for all its data processing. The system needs to be designed to handle all date formats used in the various global regions; failing to do so would create havoc. And most important is to ensure that any future changes or enhancements to the product also incorporate this functionality successfully. 

Functionalities that are very critical to a system and have many dependent variables are always vulnerable and likely to break during the Development/Testing phase. Identifying such functionalities, their corresponding defects and monitoring them through out the Testing phase eliminates last minute urgencies. As these are very critical for the final product they always deserve some special attention. 

We have discussed some easy and practical ways to approach this issue:

1. Identify critical and vulnerable areas

2. Identify Defects that need more Attention

3. Track.

4. Prioritize and Prepare

5. Regression Test

Representation
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Identify critical Functionality

Here are a few ways to identify critical Functionality: 

1. Past Experience in the project and of individuals who have worked with previous or older version of the application can help identify critical, problematic and complex areas.

2. Discussions with the User Groups would definitely yield areas that need special importance.  The user community is the best critics to identify areas that is very often used by them and have had bad experiences in the past.

3. If any process in the project involves vital data and which drives the whole system it can be considered critical. /* For example in a Mortgage Industry the correct generation of Interest Rates and Loan Products is important. This information is vital to provide the Loan Borrower with details like APR, Loan Amount, Monthly dues, Loan Term, Fees etc for his mortgage. */

4. Applications use programs as interfaces between two entirely different systems. If there is any such data sent or received through these Interfaces they need to be monitored. As each of these systems work independent of each other there is an absolute chance for these systems to go out of sync. /* An Example is in the Healthcare Industry, where there are data transfers between the Medicare facility and the insurance company through interface programs. Here transaction of data happens based on some key information like the customers’ SSN and Names */

5. Batch Jobs, Routines, Listeners, Queuing Programs can surely be included into the list.

Identify Defects that need more Attention

1. Reopening closed defects has always been a subject of concern. There may be many reasons for defects to get reopened, but from a testers perspective this code is vulnerable to failure in future too. These defects need extra care and attention.

2. Generally software gets moved across environments. And defects caused by environment and version differences are not uncommon.  

3. System settings and configuration have always caused issues with software that is dependent on these variables. Such issues need to be identified.

4. Customer Support and Engineering Service Personnel deal with the customers on everyday issues and can definitely be approached to gather details on problems that they encounter as a part of their work.

Prioritize and Prepare 

1. Discuss among the team and with the stakeholders on prioritizing the data collected so far.

2. Based on the Priorities defined, prepare a checklist of Critical Functions and defects that can be visited often during the testing phase as per the plan.

3. Make a separate test plan for the Critical Functions and perform the test execution extensively for the above set. 

4. Generate automated scripts where ever feasible.

Tracking Process

1. Mark the defects/issues in your tracking database. Tailor your defect tracking system to include a check box to include the above-identified items. This aids in generating a list that needs to be monitored repeatedly. 

2. Document all changes made to the items in the generated list. 

3. Maintain History of these items in terms of Code changes, version changes, and personnel involved. 

Regression Test

1. Include the marked Functions and defects from your Bug tracking system to your Regression test plan. 

2. Include the automated scripts to the regular suite of Regression test cases. Try to make them an integral part of the Regression Test.

3. As a part of the Post implementation Test, accommodate testing of the Critical Functions.

This whole process of monitoring prevents high cost incurred due to break down of critical functions in Production. This also prevents the organization from bringing down the system for emergency fixes that adds to loss of business and its resultant costs. Every organization wants its system to be more Reliable and handling Critical Functions through the life cycle definitely aids this process. The management, user community, the team are more confident on the day they have their application in Production. 
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