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Introduction
The aim of this paper is to offer direction for improvement of test processes using internationally accepted testing assessment processes and testing standards. IEEE, CMM, and ISO testing standards are important tools used to discover needs for improvements in test processes.

Needs for QA and test processes improvements are often described in terms of remedies or solutions. For example, whether reviews / inspections are conducted; whether automated test tools are used; whether incidents are efficiently logged and tracked. Implementing “solutions” may result in an attack on symptoms but not necessarily address core problems.

Perhaps a more effective method to determine whether test processes must be improved should be based on whether specific quality-related problems have been discovered. For example:

· Test costs are too high considering the proportion of problems found before deployment

· Tests do not uncover enough critical problems before production

· Test phases run too long considering shortened development cycles 

When specific issues have been discovered with product quality or with testing costs, then it's time to determine what to do. 

This paper offers A) an argument that test process assessments are valuable, B) a case study and methods to determine whether real problems exist with QA and test procedures and C) an approach for improving the QA process.
Test maturity models for improving the test process

During recent years, software process improvement (SPI) has become an important initiative for IT executives. The reasons: to take advantage of new technologies, to reduce costs, to improve quality and to reduce time to production. 

Despite the fact that testing often accounts for 30-40% of project costs, only limited attention is often given to test process improvement. 

When it’s believed that specific problems exist in QA and test procedures, one or more of the test process improvement models below may be useful for verifying assumptions and improving processes to correct the problems.

Some of the better-known test process assessment models include:

· Testability Maturity Model (TMM) 

· Test Process Improvement (TPI) 

· Test Organization Maturity (TOM™) 

· Testing Assessment Program (TAP) 

These models are not described in this paper. (Please contact the author of this paper for more information).

Test process metrics for successful test process improvement 

Software metrics are an integral part of best practices in software engineering.  Software metrics can be defined as: "The continuous application of measurement-based techniques to the software development processes combined with deliverables that provide meaningful and timely management information. The use of these techniques is designed to improve the test processes". Software metrics provide information needed by engineers for many important technical decisions.

If metrics are to provide useful test process improvement information, everyone involved in designing, implementing and collecting data for software metrics must understand the definition and purpose of each metric. The objective for each metric should be formally defined in terms of one of these functions, the attribute of the entity being measured and the goal for the measurement.  

Software metrics can perform any of the four following functions: 

· Metrics help us understand more about our software processes 

· Metrics can be used to assess our software processes against established standards and goals

· Metrics provide the information we need to control resources and processes used to produce our software

· Metrics can help predict the performance of software processes in the future

Sources of metrics in the SDLC phases

· Test case development: number of planned test cases, number of test cases written.

· Test execution: number of test cases executed, number of successful test cases.

· Testing costs: time and budget for all testing, actual cost of testing (each phases, all phases)

· Defect counts: number and criticality of defects found in each phase, number and criticality of defects unresolved

A basic test process improvement model

The need to improve the test process is often prompted by inadequate software quality, high software costs, and long development and test schedules.  

To strengthen the test process, a test process improvement team can be formed with the following objectives.

1) Evaluate existing testing standards, policies, methodologies, tools and processes.

2) Create test improvement proposals for high quality systems by using industry software quality standards as a benchmark.

A process improvement model is shown in Figure 1. The model consists of the following steps.

Figure 1: Test Process Improvement Steps
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	Test improvement team and all testers
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	All testers
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	Test improvement team and all testers


International standards for improving the test process

This section summarizes the test requirements of IEEE, ISO 9000 and CMM (Capability Maturity Model) standards that are often used for overall development lifecycle improvement. The standards specify requirements for a set of ‘test elements”.
IEEE test standards requirements

The Software Engineering Standards Subcommittee of the IEEE Computer Society has published many standards on software testing. These standards aim to provide recommendations reflecting the state-of-the-art in the application of engineering principles to software development and maintenance. Although some of the standards date back to 1983, they still provide valuable guidance on software testing. 

The following IEEE standards identify test requirements: 

1) Std. 829-1983 ‘Software Test Documentation’

2) Std. 1008-1987 ‘Software Unit Testing’

3) Std. 1012-1986 ‘Software Verification and Validation Plans’

4) Std. 730-1984 ‘Software Quality Assurance Plans’

5) Std. 983-1984 ‘Software Quality Assurance Planning’

ISO 9001 test standard requirements

ISO 9001 emphasizes management aspects rather than technical aspects of the test process (ISO, 1994). ISO 9001 consists of 20 standard clauses, many of which indirectly specify the test requirements. Key test requirements of ISO 9001 include the following:

1) Software testing best practices includes test plan preparation and review, test data preparation and review, and review of test results.

2) Corrective actions should be performed to fix causes of defects.

3) Tools, techniques and methodologies used in software production should be tested.

4) Programming standards (including testing standards) should describe approved practice and list any prohibited practice.

5) Customer-supplied software products and purchased products should be tested.

6) The test process should be checked to ensure it has been followed.

7) The test process should be improved.

CMM test standard requirements

Most test requirements are listed in the ‘Software Product Engineering’ key process area. Additional test requirements can be found in the ‘Training Program’, ‘Technology Change Management’ and ‘Process Change Management’ key process areas. Key test requirements of CMM include the following:

1) Four levels of testing are recommended, including unit, integration, system and acceptance testing.
2) Regression testing should be conducted to ensure changes are implemented correctly.

3) Test plans should be reviewed.

4) Testers should have proper training to perform their jobs.

5) Software process standard(s) should be maintained.

6) A system test group is responsible for performing an independent system test.

7) The test process should be continually improved.

Using test maturity models & industry standards to improve test processes

This stage of the test process assessment process involves reviewing the test requirements of IEEE, CMM and ISO 9001. For this paper, the test requirements are grouped into the following categories: test phase, test activity and test management.

A ‘test phase’ is a level of testing in the software life cycle when certain components of the software system are tested to verify compliance with their requirements. For example, unit / module testing, integration testing; system testing; and acceptance testing 

Each test phase consists of similar ‘test activities’: test planning, test case design; test execution; test result reporting; and regression testing. 

Test planning involves specifying the general approach, objectives, scope, resources and schedule of testing, and identifying functions and features to be tested, test tasks, and personnel for each task. 

Test cases are run during the test execution activity and results are collected. The test result reporting activity records the defects detected during the test execution and other data for analysis. In addition, it reports on the test comprehensiveness and produces a summary of the testing activities. Regression testing is performed changes are made to the software system, such as fixing a defect, to ensure that change is correct and has not adversely affected unchanged portions of the software system. 

Test management consists of many activities, such as the test plan review, training of test staff, establishing a test standard, ensuring the test documentation follows a standard format and organizing an independent test group. Test standards and policies are essential for improving testing and to ensure consistency in testing. Guidelines on test techniques and strategies are defined in the test standard.

Table 1: Testing requirements defined for IEEE, CMM, and ISO 9001.

	Test Requirements Defined

In Industry Standards (IEEE, CMM, ISO)
	IEEE
	CMM
	ISO 

9001

	Test Phases
	Unit/Module Test

Integration Test

System Test

Acceptance Test
	 R*

R

R

R
	R

R

R

R
	

	Test Activities
	Test Planning

Test Scheduling

Test Case Design & Development

Test Execution

Test Result Reporting

Regression Test
	R

R

R

R

R

R
	R

R
R

R

R

R
	R

R

R

R

	Test Management
	Test Plan Review

Test Staff Training

Test Documentation Content
	R

R

R
	R

R

R
	R

R


Note: “R” specifies test activities required by IEEE, CMM, and/or ISO 9001.

A CASE STUDY 

Assessing maturity in the current test process
This simple case study shows that commonly captured metrics are useful for assessing, then guiding, test process improvement efforts. In the real word, more complex and expansive data will be used for similar assessments.

Defect data from test and production should be maintained to represent defects discovered in each of the software life-cycle phases: 1) development, 2) test, and 3) in production.

In Table 1 we see, for this sample case study, how a summary of valid defects found in each phase (with associated severities) presents an indication of problems with test planning, test scheduling, and perhaps resources (people, systems, tools) assigned to test. 

The following data was maintained during development, test, and production:

· Defect counts and associated severities

· Person-days for testing (days devoted to unit and similar tests by developers, days conducting integration and system tests by testers)

From Table 1, the following can be observed:

· Programmers and testers discovered the largest percentage of low severity defects: 132 or 83% of low severity defects.

· Testers discovered 40% of all defects before production. 

· Production users discovered 25% of all defects.

· Production users discovered 32 % of high severity defects and 29% of medium severity problems.

Table 1: Defect counts and severity by programmers, testers and production users. 
	Defect Discovers
	High

Severity
	Medium

Severity
	Low 

Severity
	Totals
	Person Days For Testing 

	 Programmers
	23  (21%)
	35  (24%)
	87  (55%)
	145  (35%) 
	35/260*

	Testers
	51  (47%)
	67  (47%)
	45  (28%)
	163  (40%)
	20

	 Production Users
	34  (32%)
	42  (29%)
	27  (17%)
	103  (25%)
	N/A

	
	
	
	
	
	

	TOTALS
	108 (100%)
	144 (100%)
	159 (100%)
	411 (100%)
	


Note: * 260 person days were needed for code development; an additional 35 days were used for programmer unit testing.

Based on data in Table 2, conclusions and recommendations were developed that would likely improve testing results for this case study (see Table 3 below).

Table 2: Findings and recommendations for the case study
	Findings
	Recommendations

	1) The number of high and medium severity defects discovered by production users is unacceptable. Testing is ineffective for the early discovery of high and medium severity problems.
	Test planning, scheduling and test resources should be improved to increase the number of errors found early in the development lifecycle.

	2) More person days were expended by development testing (35) than by those in the test department (20) yet the number and severity of problems found by developers was relatively low.
	Current best practices call for development teams to discover more problems in requirements, design, and programming phases. In this case, testers and production users together discovered nearly 65% of the problems.

	3) As a general rule, testing costs are expected to be about 40% of total development costs. In this case, 55 person days were expended on testing (programmers and testers) – approximately 19% of total development and test costs.
	Since 19% of total project costs is much lower than the 40% rule-of-thumb, test planning, scheduling, and testers be substantially increased to reduce the number and severity of problems entering production.


Process improvement objectives for the case study

Based findings from this case study, test process improvement objectives should be established. For example: 

1) The number of high and medium severity problems discovered during programming and test should be increased to >95%. The overall QA and test planning process should be assessed and improved to support this objective.

2) Test process industry standards should be reviewed and benchmarked against this test process. Several industry test standards should be considered for adoption.

Information and metrics in these test databases often require analysis and more refined data than shown in this case study so that one can focus more directly on potential problems. Additional metrics may lead the analyst to more issues that have potential for real cost and quality improvements. 

Test process improvement opportunities for the case study

Using test assessment results from Table 2 and comparing test requirements from the standards listed in the Table 3 (e.g., IEEE, CMM, ISO), we can see that test practices of the “Your Test Process” column has several non-compliant test elements. In particular, there is no “acceptance test”, “regression test”, “test staff training”, and “test documentation content” (formal documentation of key test processes, test cases, etc.).  With a more detailed analysis, we might find that several current practices for which there appears to be conformance in “Your test process” should be improved. 

Based on gaps found in the assessment compared with IEEE, CMM, and ISO standards, the improvement team would formulate an action plan that consists of a phased introduction of new elements into the test process and procedures for the new processes. 

Following, we list a few actions that could be imitated to address the testing issues found in the analysis.

Phase 1, action item 1: Create detailed unit, integration, system and acceptance test guides. Test guides can serve as test standards for the test team. One might decide to use IEEE Std. 1008 as the guideline for unit testing. The other test guides can also be modeled after IEEE Std 1008. IEE Std. 1012 can be used to provide selected guidelines for test plan generation. The duration of test guide development is estimated to be 3 months.

Phase 1, action item 2: Set up a training program for all testers to improve their skills. A comprehensive training program should be established. The training program should provide training in testing methods and techniques with emphasis on test case design, as this may be an area of weakness for the test team. Also, test objectives such as the scope of testing and completion criteria should be taught as the current practice for test completion is simply successful execution of all test cases. Another high priority training item is an overview of the functions of the software system. With such knowledge about the application, testers can direct their testing effort to those areas that have the highest impact on the users and those that are likely problem areas. The analysis indicates that there is no checking of any external software components and tools used for the production of software systems. 

Priorities for implementing action items are influenced by three factors: chance of success, cost of implementation and expected immediate benefits.

Concluding remarks

Assessments of the testing process, using a testing maturity model, will not only help document the current level, but will also highlight the variances between the imagined level and the actual level. Only when the current status is known can significant improvements be made. Using the SW-TMM or other useful test assessment process will not only help document the current level, but will also provide a road map for making the necessary process improvements.
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